
Robert R. Patton, President and CEO
David Puckett, Manager Technical Services
Burt A. Patton, Executive Vice President
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by Erin E. Harrison

Here’s one recent example: A major software 
attack on mobile phones in March 2011 put 
pressure on Google Inc. to do more to secure 
its online store for smartphone applications. 
The company came under fire after computer-
security experts uncovered more than 50 mali-
cious applications that were uploaded to and 
distributed from Google’s Android Market.

Such attacks create new risks to corporate net-
works due to the increased use of these devices 

in this environment. According to the experts at 
Panda Security, there are 152 threats designed for 
mobile devices. Because of these risks, businesses 
and CIOs in particular are now charged with im-
plementing effective enterprise wireless security 
strategies. Our feature, “The CIO’s Guide to Mo-
bile Security,” (page 22) delves into the very real 
threats that target mobile devices and what you 
can do to help protect your greatest assets.

On top of security threats, the demanding 
needs of the mobile workforce have established 
a clear set of challenges for IT. From service to 
security, IT is now charged with ensuring that 

the user experience on the wireless network is 
as reliable as that of a wired network. 

Turning to this issue’s cover story, InfoTech 
Spotlight sat down with Burt Patton, execu-
tive vice president of Patton Electronics, and 
co-founder of the Gaithersburg, Md.-based 
company to talk about the future of VoIP and 
other “over-IP” technologies that are integral 
to truly Unified Communications. Read how 
in recent months, Patton’s operations have 

steadily gained momentum in the VoIP and 
Unified Communications sectors (page 30).

Finally, keep an eye out for our next issue in 
July where we’ll review the latest data center 
trends, get to the bottom of what is really 
driving “Green IT,” and focus on why network 
operators need a new strategy to differentiate 
and compete successfully.

Erin E. Harrison, Executive Editor

P.S. We at InfoTech Spotlight would love to hear from 
you – drop me a line at eharrison@tmcnet.com.

I f you open up almost any newspaper or read the latest headlines 
online, cyber security threats are everywhere. And with the grow-
ing proliferation of smartphones, security threats are now moving 

from computers to mobile devices.

// Editor’s Letter

Mobile
Cyber Security:
A New Challenge for IT

There are 152 threats designed 

for mobile devices. Because of 

these risks, businesses and CIOs 

in particular are now charged with 

implementing effective enterprise 

wireless security strategies.
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integrated publishing solutions

by R
ich Tehrani

This past January, I listed the 11 things Facebook should do with its new $1.5 billion, and num-
ber two on the list was competing with iTunes/Netflix.  Specifically, this is what I said:

Compete with iTunes/Netflix 

“If everyone is on Facebook all the time, then why wouldn’t they consider buying their media 
where they live? Hint… They will buy it if you offer it.”

Well it didn’t take that long for the company to respond. Just recently, Facebook said it would be 
streaming  “The Dark Knight” from Warner Brothers, with more movies to come later. Goldman 
Sachs now says Facebook will be a credible long-term threat to Netflix. Color me unsurprised – I 
have written recently, it seems Facebook is becoming the Internet.

Number four on the list was as follows:

Develop best practices for Facebook marketing

Every company, it seems, is trying to be a Facebook marketer – and most companies need guid-
ance – perhaps Mark Zuckerberg and company can assist.

The company has released real-time analytics for social plug-ins, allowing you to track com-
ments like button clicks and other important information, such as demographics. It isn’t best 
practices per se, but it certainly is a step in the right direction in terms of allowing companies to 
ascertain how best to leverage social networks.

I still think one of the biggest blockbuster additions to the Facebook product line will be Face-
book Ad Connect – a service allowing webmasters to integrate ads distributed by Facebook on 
their sites based on keywords. This is a major area of vulnerability for Google and could poten-
tially wreak havoc on Google’s ad margins and non-transparent bidding process, if Facebook 
plays its cards right.

In the 1990s, investors asked startups what would happen if (when) Microsoft comes into their 
space. In the last decade, the name Microsoft was replaced with Google and, in the next decade, 
it seems new entrants with good ideas will have to worry about both Google and Facebook.

The one crucial point worth noting is speed will continue to be critical and scale must be built 
more rapidly than ever before, as you could wake up any morning and find one of the Web’s larg-
est companies is gunning for your market share.

With a sky-high valuation over $70 billion, Facebook has to be super-ag-
gressive to ensure it can support a valuation that seems to grow by tens of 
billions every few months. With the ability to hire some of the best and 

brightest engineers, it is obvious the company should be exploring a range of new ways 
to justify its lofty valuation, which is worth about 75% of Cisco Systems.

// Publisher’s Outlook
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My name is Paul Lipscomb. I am a pediatrician and I became a doctor to help 

people. One of my biggest challenges is being accessible to patients not only 

during normal office hours but for after-hour emergencies. When an 

emergency call comes in it can be as simple as a concerned parent needing 

reassurance, or it can be something critical when seconds matter. 

And it's my job to find a solution. 

Today, I'm proud to say that NetVanta UC is part of 

my solution. When that late night emergency call 

comes in, a parent can leave a 

detailed message of their child’s 

situation. The NetVanta UC system 

immediately rolls their voice mail 

message to myself, or the doctor 

on duty. We get the message 

on our cell phones, via voice 

mail, text message, or email.  

That allows us to call right away and 

gives us the ability to assess their situation 

and provide fast, accurate feedback. 

The NetVanta UC system also allows me to 

operate without the expensive “after hours” 

answering service. I can now say I can save lives 

and save money at the same time. NetVanta UC helps me and my patients 

sleep better at night. 

My NetVanta® UC Story.

• Unified Communications tailored to 
 your business
• Integrate communications with
 business applications
• Increase workforce efficiency 
 and response time
• Automate to cut cost and 
 complexity
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Visit us on:

FOR SMALL BUSINESS

Discover ADTRAN’s Big Deal for Small Business and get a 
complete VoIP communications system with NetVanta UC for 

less than $99 a month.* 
 

Find the Big Deal that’s right for your business at 
www.adtran.com/bigdeal
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Are you intelligent yet?

Visit www.TheIntelligent.com to see how some of the more than 3,500 

Interactive Intelligence customers have differentiated their contact centers.

Cloud-based
ContaCt Center solutions

from Interactive Intelligence

Contact Center

Enterprise IP Telephony

Business Process Automation

www.inin.com/cloud
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www.tmcnet.com/58725.1 
Zenith Infotech Introduces MirrorCloud to 
Computing Platform
Zenith Infotech’s SmartStyle Computing platform just got a whole lot 
better as the international company introduced MirrorCloud, a key 
component of the computing platform.
MirrorCloud, which will be sold exclusively through a network of over 
600 Zenith Infotech channel partners across Europe, is a “revolution-
ary business continuity solution” offering scalability, fault tolerance and 
redundancy to the European Channel, according to Zenith Infotech 
officials. It will be an integral part of the SmartStyle Computing plat-
form which is designed to help small and medium enterprises benefit 
from cloud computing technologies.
http://www.zenithinfotech.com/

www.tmcnet.com/58733.1
Bezeq Turns to Evolven Software to Improve 
Overall Performance

Israeli telecommunication corporation Bezeq has chosen Evolven 
Software with an aim to reduce its IT operating expenses, improve 
system availability and performance, reduce the risk of production out-
ages and cutting incident investigation time for Bezeq’s core systems.
Officials at Bezeq said that they selected Evolven Software after a thorough 
evaluation process to automate Change and Configuration Control in their 
most critical IT systems, including billing, CRM and web applications.
ir.bezeq.co.il
www.evolven.com

www.tmcnet.com/58726.1
Astaro Raises the Network Security Bar 
with New Products
To take consolidation of IT network security to a higher level, unified threat 
management provider Astaro Corp. has unwrapped three new network se-
curity solutions, Astaro Application Control, Astaro Log Management and 
Astaro Endpoint Security. Together, these solutions provide network security 
that extends beyond the perimeter, protects against modern threats and im-
proves administrators’ visibility into network operations, said Astaro officials.
According to Astaro, network configurations and the threat landscape have 
become increasingly complex, making it necessary for organizations to con-
solidate their IT security. Hence, to protect company networks, the company 
has continued developing more comprehensive network security solutions.
www.astaro.com

www.tmcnet.com/58727.1 
OPNET Expands Application Performance 
Management Products
OPNET Technologies, a provider of application and network perfor-
mance management solutions, announced new capabilities for its APM 
Xpert solutions. With these capabilities, OPNET will extend applica-
tion performance management to encompass storage infrastructure.
This latest announcement extends OPNET’s high definition approach 
to application performance management, which emphasizes broad do-
main coverage and deep visibility into the target domain, company of-
ficials said. High definition application performance management is 
characterized by an effective application performance management 
solution that includes features such as analytics to extract salient in-
formation from vast datasets, integration for cross-domain workflows 
and visibility, and low overhead for production ready solutions.
www.opnet.com

www.tmcnet.com/58729.1
AT&T Putting In Caps, Overages for DSL Usage
AT&T will put in place a 150GB a month cap for landline DSL cus-
tomers and a 250GB cap on U-Verse users, according to Broadband 
Reports. The caps start on May 2. Between March 18 and March 31,
AT&T users received notices about the new caps.
Based on information from Broadband Reports, users who surpass the 
new cap three times during the life of an account (not per month) will 
have to pay overages. Overages are $10 for every 50GB over the 150 
GB or 250GB limit, Broadband Reports said.
AT&T says a typical DSL customer uses about 18GB a month, so the new 
charges will affect some 2 percent of their DSL customers. The ones getting 
charged use a “disproportionate amount of bandwidth,” AT&T claims.
www.att.com

www.tmcnet.com/58728.1 
NetLogic Unveils Lowest Latency 10 Gigabit 
Ethernet Solution 
CIOs of high-performance businesses are aiming for lower latency for their 
data centers. Latency of the network becomes one of the most critical issues 
in data center perfor-
mance, and innova-
tions assist in signifi-
cantly lowering the 
latency at next-gener-
ation data centers.
NetLogic Microsys-
tems, a provider of 
intelligent semicon-
ductor solutions for 
Internet networks, 
announced the 
world’s lowest latency 
10 Gigabit Ethernet 
(GbE) PHY solution for data centers. The breakthrough performance fol-
lows innovations in high-speed physical layer SerDes development.
www.netlogicmicro.com

www.tmcnet.com/58730.1 
Gale Technologies Introduces the GaleForce Turnkey
Gale Technologies, a provider of software solutions that power IT as 
a service for the lab, data center, and cloud, is offering the GaleForce 

Subscribe FREE Online at www.infotechmag.com
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Turnkey Cloud solution, which allows customers to convert their ex-
isting IT infrastructure into a private or hybrid cloud environment in 
just two steps and as little as two weeks.
In addition to providing savings on CAPEX and OPEX, the 
GaleForce Turnkey Cloud adds speed of deployment to Gale-
Force, the cloud enablement solution that powers more than 100 
live deployments today.
www.galetechnologies.com

www.tmcnet.com/58731.1
Blue Coat Leads Worldwide Web Security Market
Blue Coat Systems, a provider of Web security and wide area net-
work (WAN) optimization solutions, is the market leader in Con-
tent Security Gateway Appliances in 2010, according to Infonetics 
Research, an independent research firm.
This is the fifth consecutive recognition for Blue Coat under the same 
category. The company has been the market leader since 2006, when 
Infonetics Research started reporting market share for Content Secu-
rity Gateway appliances. According to Infonetics, the growth of the 
Content Security Gateway Appliance market will be 31 percent, from 
$1.6 billion in 2010, to $2.1 billion in 2014. 
www.bluecoat.com
www.infonetics.com

www.tmcnet.com/58732.1 
New Rugged Smartphone Offers Real-Time 
Field Data Transfer
Getac UK has launched a rugged smartphone designed and built to 
meet the requirements of field sales and field service professionals 
across a range of industries.
The MH132 provides integrated voice and data communication ca-
pabilities, as well as top-of-the-range protection from drops, vibration, 
dust and rain showers. The new device is Getac’s first smartphone and 
continues the company’s tradition of fully and semi-rugged computing 
solutions including laptops, tablets and handhelds.
Running the Microsoft Windows Mobile 6.5 operating system, the 
unit is compatible with a wide range of different business applications 
and corporate IT systems, to allow companies to optimize business 
operational efficiency.
www.getac.com
www.microsoft.com

www.tmcnet.com/58734.1
Ness Technologies Wins $75 Million Contract 
Ness Technologies, Inc., a global provider of information technol-
ogy solutions and services, has won a $75 million contract with 
Barclays Capital, the investment banking division of Barclays 
Bank PLC, to establish an Israel Development and Engineering 
Center (IDEC), which will provide technology development and 
engineering services.
Ness Technologies is a global provider of IT and business ser-
vices and solutions with specialized expertise in software product 
engineering; and system integration, application development, 
consulting and software distribution.
www.ness.com
www.barcap.com

www.tmcnet.com/58735.1 
AccelOps Enhances Efficiency for Data 
Centers, Cloud Providers
AccelOps, Inc., the only provider 
of integrated monitoring solu-
tions designed from the ground 
up for cloud-generation data 
centers and managed service pro-
viders, announced the general 
availability of version 3.1 of the 
AccelOps solution. 
This latest release of its 
award-winning platform deliv-
ers role-based access control 
(RBAC) capabilities, the abil-
ity to intelligently suppress alerts, and deeper and broader in-
sight into the dynamic virtual environment, all of which increase 
operational visibility and control, improve resource utilization, 
and facilitate a more service-oriented approach to data center and 
cloud management.
www.accelops.net

www.tmcnet.com/58736.1 
Uniique Corporation Partners with 
Calpont Corporation
Calpont Corporation, a leading provider of high-performance 
analytic databases, announced it has signed a strategic 
partnership with Uniique Corporation of Hamburg, Germany. 
At the core of the agreement is Uniique will work with Calpont 
to be a strategic partner for the marketing, sales and support of 
the Calpont database solution, InfiniDB Enterprise, throughout 
Central Europe.
InfiniDB is a column-oriented database (CDBMS) that is specifi-
cally designed for analytics and high performance computer pro-
cessing. It overcomes query limitations that exist in traditional 
relational database management systems (RDBMS) by storing, 
managing, and querying data based on columns rather than rows. 
Because only the necessary columns in a query are accessed rather 
than entire rows, input/output (I/O) activities, as well as overall 
query response times, can be reduced dramatically.
www.calpont.com

www.tmcnet.com/58737.1 
Verimatrix, MStar Partner to Bring Cardless  
Security Solution 
Verimatrix, a specialist in securing and enhancing revenue for multi-screen 
digital TV services around the globe, announced that it has ported its 
hardened Verimatrix ViewRight STB for DVB client security onto the 
MStar 785X system-on-chip (SoC) series. MStar now offers the 785X 
with advanced cardless security support that enables digital TV operators 
to deploy cost-effective, high-performance set-top boxes (STBs).
The integrated Verimatrix-MStar solution provides a next-generation 
approach for DVB conditional access (CA) that not only reduces the 
cost and maintenance of STBs, but also speeds time to market to reach 
a broad subscriber base in a digital TV deployment.
www.verimatrix.com
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by Allen Allison

Managed cloud services have emerged as excellent alternatives to 
procuring, building and maintaining new infrastructure for me-
dium and large enterprises. However, it seems as though the adop-
tion rate for cloud is significantly higher for non-core, non-produc-
tion applications than it is for applications deemed critical for the 
day to day functions of these same medium and large enterprises.  
A customer recently pointed out that the reasons for the slower 
adoption include:

1.    There is a perception that cloud is still too new and lacks the 
controls and processes to replace traditional managed hosting 
environments.

2.    There is an inconsistent message from cloud providers about 
the ability to maintain confidentiality, integrity, and availability 
in shared cloud environments.

3.    There seems to be a lack of support for compliance manage-
ment in shared cloud environments.

I understand these points; however, I would contend that, given 
the right managed cloud service provider, these concerns would be 
quickly laid to rest through careful planning, discussion and de-
sign. Any leading cloud provider should be able to support the se-
curity, compliance and auditing necessary for the total outsourcing 
of any corporate applications. These providers should be able to 
employ an existing infrastructure to leverage the ongoing manage-
ment of multiple customer environments, lowering the total cost of 
management and support. For example, these providers may have a 
shared backup infrastructure, a common patch management plat-
form, and centralized monitoring and management tools.

Here are the key components of a highly secure cloud environment 
that a reputable cloud provider should be able to offer:

1.    A Secure Physical Infrastructure – The data centers in which 
the cloud environment is housed should be a highly-rated data 
center facility leveraging redundant power utility feeds, UPS 
backup, and backup generators.  This facility should be guarded 
24/7, and access should be restricted to badge and biometric 
access for authorized individuals. The cloud locations should 
be geographically diverse and offer disaster recovery consistent 
with the application requirements.

2.    Audited Logical Controls – The cloud infrastructure should 
be protected by the appropriate logical access controls includ-

ing, but not limited to, two-factor authentication; authoriza-
tion based on least privilege; intrusion detection and notifica-
tion; and restrictive access controls. 

3.    Technical Security Controls – The applications and the sys-
tems that support those applications should be protected by 
the same controls that enterprises use to protect the traditional 
hosted environment.  These controls include firewalls, Anti-
Virus software, vulnerability management, network segmenta-
tion, file integrity management, and application-layer firewalls.

4.    Monitored Access – All traffic destined for, or sourced from, 
the cloud environment should be inspected for potentially in-
vasive or intrusive activity.  Log aggregation and event corre-
lation is an important part of surveillance and being able to 
determine potential attacks or breaches.  This information can 
be correlated with logical access logs, anti-virus scanning and 
real-time protection, intrusion detection logs, and automated 
vulnerability assessments.

While these four key components do not fulfill all of the compli-
ance requirements for industry regulations and state and federal 
laws, they do address the majority of the security infrastructure 
that would be necessary to maintain a highly secure cloud environ-
ment compliant with HIPAA, PCI, GLBA, SOX, and state con-
sumer and resident protection laws. By leveraging the core security 
solutions that have been purpose built for a virtual environment, 
cloud customers are able to meet the auditing requirements of both 
third-party agencies and customers. 

As the physical boundaries of corporate IT systems in medium 
and large enterprise continue to dissolve and these organizations 
become more open to employing similar logical security mecha-
nisms in cloud environments, the adoption rate of cloud for core 
applications will accelerate and more organizations will benefit 
from leveraging a scalable, virtual environment that provides on-
demand capacity and elasticity. These cloud-enabled organizations 
will experience lower costs of compliance, higher returns on in-
vestment, and models that provide the flexibility necessary to meet 
business needs. 

Allen Allison is chief security officer of NaviSite. During his 20+ year ca-
reer in the information security industry, he has served in management and 
technical roles, including the development of NaviSite’s industry-leading cloud 
computing platform.
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By Luis Corrons

Only a few years ago, our main communication channels through the 
Internet were our website – as some kind of shop window – and then 
e-mail as a way to talk and to exchange information. 

In order to protect our company, we knew what we had to do, and which 
where the main attack vectors. In fact, most of the malware was coming 
through e-mail at that time, so having that protected as well as some 
network defenses (firewall, web filtering, etc.) was enough. Nowadays, 
even though the same tools are used, we face new challenges, being the 
main one that known as social networks.

From a security perspective, companies are affected by the same prob-
lems as individual users connecting to social media sites, but with po-
tentially more devastating results. The main security concerns include:

    •     Identity theft. Administrators could become infected and have 
their profile login data and passwords compromised. This could 
result in anybody being able to take control of the corporate ac-
count to perform any actions, including scheduling events (on 
Facebook, for example) with malware links. Similarly, any mali-
cious user that took control of an account could post information 
from a company’s official profile with disastrous effects.

 
    •     Infection risks. Attackers could take advantage of instant messag-

ing applications or the timeline feature in microblogging platforms 
to send users information with hidden links to malware sites. In 
the case of large corporations, this could result in targeted attacks 
specially designed to infect users’ computers in order to penetrate 
networks and access all kinds of information. Similarly, followers 
could also post malicious links on profile walls contributing to the 
spread of computer threats. In any event, any of these actions could 
clearly compromise brand integrity.

 
    •     Platform vulnerabilities. The year 2010 saw the appearance of a 

number of security exploits in popular social networks like Face-
book or Twitter, putting millions of users at risk. As more users 
join these sites, there will be more researchers looking for security 
flaws, and many of them will unfortunately be cybercriminals. 

Following good password management practices like changing 
them regularly and strengthening them can help protect cor-

porate integrity. Security awareness and education as well as 
keeping oneself up to date on the latest security threats will 
help corporate profile administrators to stay alert and detect 
any irregular activities. 

But not everything is about security. Authenticity is another concern 
we have to take into account. Protecting brand or digital identity 
should be a priority for all businesses, however, in reality neither the 
top social media platforms nor companies themselves seem to pay 
much attention to it. The fact that anybody can create a fake online 
profile in the name of a real business means that people could be 
speaking on behalf of a company without actually having anything 
to do with it. This could lead to the creation of communities of users 
‘tricked’ into believing that a corporate account is authentic or even 
publication of information that could actually damage the brand and 
result in public relations disasters.

Only a few social media sites like Twitter allow users to show their ac-
count is authentic through a Verified Badge, but most of them do not 
include that option. It is therefore recommended to proactively regis-
ter all your company trade names on the main social media sites, clearly 
identifying a business official communication channel if there is no other 
verification mechanism available.

But even managing the authenticity we will have to face the privacy is-
sues. At the end of the day, corporate profiles are managed by admin-
istrators who can sometimes make too much information available to 
followers or visitors. 

This information could then be used by malicious users against the 
company itself either online or offline. For example, they might post 
information about corporate finances, practices, work processes, etc. 
Too much risk. Also, it must be taken into account that, most of the 
employees use social networking during working hours and could share 
confidential information on there. 

Having adequate training programs and social media policies will greatly 
help minimize the risk of confidential information leaks.

Luis Corrons is technical director of Panda Security.
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by Andy Lawrence, Andrew Donoghue and John Stanley

This report is an excerpt published within The 451 Group’s Market Insight 
Service, one of a series of data center-themed reports leading up to the Uptime 
Institute’s 2011 Symposium, “The Disrupted Data Center: Cloud, Cost, Capac-
ity and Carbon,” being held May 9-12, 2011 in Santa Clara, Calif.

Energy and eco-efficiency issues have been growing in important in 
data centers for at least three years, increasingly driving decisions 
about infrastructure design, cooling and location. In 2010, operators 
unveiled a series of innovations as they pushed hard to reduce both 
capital and operating costs associated with energy.

In 2011, this trend will continue as more data centers announce 
average PUE (power usage effectiveness) ratios below the 1.5 
mark, a benchmark energy efficiency number below which a mar-
keting executive mighty make a claim of “greenness.” They will 
achieve this using at least three techniques or technologies that 
have become commonplace in new designs: preconfigured designs 
and modularity; free air and evaporative cooling; and strict hot 
air/cold air separation.

None of these technologies are new – data center designers have been 
incorporating these for at least two decades. There is, however, an im-
portant new trend underway that is likely to accelerate in 2011 and be-
yond: the increasing productization of data centers, with even greater 
use of pre-configuration, modularity, and growing integration with the 
IT layer. There are also signs that the use of container data centers, 
a method of packaging these preconfigured data centers in custom-
ized shipping containers, will be more widely accepted than many had 
thought until recently. 

There has never been doubt in the data center industry about the 
value of a modular approach, because owners are able to equip, 
power and cool the data center in incremental units, according to 
demand, saving capital and operating costs. The debate in 2011 is 
now as much about price, marketing, supply chains and the ability 
to deliver as it is about technology. 

Until now, the discussion around preconfigured designs has been about 
comparing modular designs with traditional approaches; in the years 
ahead, we believe there will also be much greater comparison between 
the approaches and packaging of the major suppliers. Associated with 
this development there will be much greater use of cloud services, par-

ticularly infrastructure as a service (IaaS), both to resolve data center 
capacity issue and as a long-term, strategic way to deliver IT. 

Cloud computing is a huge and disruptive opportunity for all suppli-
ers of commercial services, whose markets will open up if they exploit 
the technology effectively and are able to offer storage, processing and 
operating platforms on demand (rather than after a long planning and 
sales cycle.) But cloud is an equally disruptive force for enterprise data 
center owners who will find that as often as not, cloud services are 
more economical, more flexible and more energy- and resource-effi-
cient than in-house IT. 

The next major development in eco-efficient data centers is at a much 
earlier stage. At present, even the most advanced data centers are not 
highly optimized for energy or resource use – not from hour to hour, 
or even day to day. The low PUE numbers belie the fact that, with all 
the associated overhead capital and operating overhead, there is almost 
always a lot more IT running than is necessary. The ideal is that the 
use of IT is scaled up and down according to demand, and when it is 
not used, it is put into very low-power states. 

We do not expect dramatic breakthroughs in this area in 2001; the 
move to autonomic and optimized eco-efficient data centers will 
take several years, if not decades. By any standard, there are some 
big technical challenges involved, spanning environmental and en-
ergy monitoring, dependency analysis, virtualization management, 
power management, load balancing, application monitoring and 
management and systems management. We do expect, however, to 
see a series of products and alliance announcements as suppliers 
begin to address this area.

For data center infrastructure management and energy management 
software suppliers, the move toward more dynamic architectures will 
help drive interest and sales, and we now see this sector as entering a 
high-growth phase. The few suppliers with server power management 
products will also be very well-positioned, although they will need to 
make more alliance to secure widespread adoption.

Andy Lawrence, Andrew Donoghue and John Stanley are analysts with The 
451 Group, an independent think tank serving the global data center industry. 
For more information on the Uptime Institute Symposium 2011, go to http://
symposium.uptimeinstitute.com/
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By Teri Francis

Protecting against network security threats is becoming more chal-
lenging for organizations as today’s malicious cyber-criminals stay a 
step ahead of security technologies with more sophisticated attack 
methods. Most concerning for networks are the Distributed Denial 
of Service (DDoS) attacks because of the scale and damage that an 
attack can cause. 

The motivations of cyber-criminals vary from politics to extortion, 
and all attacks are made with the intent to cause disruption to govern-
ments or businesses and cause severe financial as well as reputation 
harm. Organizations need to be aware of the very real threat of today’s 
sophisticated DDoS attacks and understand the implications that 
such an attack would have on their network.

Cyber-criminals initiate DDoS attacks by compromising and gain-
ing control of unsolicited computers (called bots or zombies) for 
the purpose of launching an attack on a target. A large collection 
of such zombie computers (called a botnet) can be automatically 
controlled via malicious programs to launch such an attack. Targets 
that are most vulnerable are e-commerce sites, web servers, DNS 
servers and email servers.

DDoS attacks have traditionally been focused on flooding the net-
work resources with unwanted traffic so that legitimate traffic is un-
able to reach the target, and today’s attacks are bigger in scale than 
ever before. Network operators have seen these “flood” attacks in-

crease from two or three gigabits per second to as much as 50 giga-
bits per second during the past five years – and they’re likely to con-
tinue to grow in size and duration.

As attackers have gotten more sophisticated, DDoS attacks are now 
also targeted at compromising applications running on the target ma-
chines and even the back-end databases serving those applications. 
These application, or Layer 7, attacks are much more difficult to miti-
gate due to the imperceptibility between legitimate and attack traffic. 
Because the attack traffic looks similar to legitimate traffic, traditional 
security measures such as IP address filtering, firewalls and IPS/IDS 
are less effective at combating such attacks.

In order to combat today’s sophisticated DDoS threats – whether 
flood attacks or application layer attacks – organizations need to have 
the tools and resources in place to defend against attacks and minimize 
the impact to their network infrastructure and critical business opera-
tions. Network administrators need to implement a layered approach 
to security, understand traffic types and patterns and be able to filter 
both incoming and outgoing traffic from their network.  

Organizations should look to partner with a network service pro-
vider that is using the most advanced techniques to mitigate DDoS 
attacks. A service provider with DDoS mitigation can filter attack 
traffic at the edge of their network while allowing legitimate traffic 
to route to the target, thereby preserving customer bandwidth for 
legitimate business functions. 

So how can network administrators stop these types of attacks? 

Many service providers today have a collection of tools and strate-
gies for effectively managing security threats such as a DDoS at-
tack. Before a DDoS attack can be stopped, it must be identified. 
Network protocols and sophisticated tools can be configured to 
collect detailed traffic information based on data coming into the 
network. These tools will alert a network administrator to any 
traffic irregularities, which could signify a DDoS attack. Once an 
attack has been recognized, organizations need a service provider 
with an experienced security team that can respond immediately 
to coordinate defensive measures to stop the attack and safeguard 
their network.

Teri Francis is the executive director of customer solutions for NTT America’s 
Global IP Network. She manages critical customer operations including provi-
sioning, technical support, IP address management, product development and 
Operations Systems Support (OSS).
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by Arpit Joshipura

Most IT organizations have implemented server and storage virtu-
alization to some degree, but to fully realize the benefits of virtual-
ization, IT organizations need to consider virtualizing the network. 
Automated switching is a big step toward creating a dynamic network 
that improves server and storage virtualization efficiency while reduc-
ing the staff resources required to manage data center operations.

The Missing Layer

Server virtualization has reduced server counts and improved usage 
efficiency, but it also creates far greater complexity in the data center 
– rather than a few dozen servers, administrators must now deal with 
hundreds or thousands of virtual machines (VMs).

As VMs replaced individual servers tied to specific storage resources, storage 
virtualization became necessary in order to avoid stranding expensive storage 
space on underutilized storage servers. Storage virtualization can triple the 
rate of storage utilization so companies get more for their storage dollars.

But the network is the layer between servers and storage, and having 
a static network means far higher costs for labor in managing interac-
tions between servers and storage.

Driving the Dynamic Network

For example, new network virtualization capabilities demand a much higher 
level of activity around managing network connectivity, security and QoS.  
Whenever a VM is moved, it is necessary to move the VLANs and port 
profiles associated with that VM. Since today’s data centers are managed via 
separate server, storage, and network administration groups, a request must be 
made to the network group to move the VLAN and port profile to support a 
VM migration. This can take hours or even days in a large organization.

A virtualized environment also changes the requirements for the net-

work infrastructure. Virtualized environments have more traffic on 
the network and greater peaks and valleys in the traffic load, so the 
network must be designed for higher capacity and the ability to man-
age through larger peaks and valleys (with bigger buffers on switches).

Virtualization technology has also moved the traditional boundaries of 
technology, causing problems with administration. For example, many 
of today’s hypervisors include virtual network switches. Virtual network 
switches are typically managed through the Hypervisor management 
console, usually by the virtualization manager. This means the virtual part 
of the network is managed by the virtualization administrator while the 
physical part of the network is managed by the network administrator. 
Dual administration roles raise the potential for inconsistent network pol-
icies – which could cause problems with network security or performance 
– as well as delays related to coordinating the activities of the two manag-
ers. New standards such as EVB (Ethernet Virtual Bridge) are being cre-
ated to help address these issues, but the standards are not yet complete, re-
quiring administrators to rethink how they manage virtual environments.

How Automated Switches Help

A high degree of network automation should be implemented in or-
der to ensure that dynamic server and storage changes are not slowed 
down by the network itself. Implementing an automated, dynamic net-
work layer in the data center stack is a new idea, and several vendors 
are leading the way toward this practice with automated switches. 

For example, today’s advanced switches offer a high degree of automa-
tion and programmability that can simplify connectivity tasks in a vir-
tualized environment. Rather than requiring network administrators 
to manually move port profiles and VMs whenever a VM is moved 
from one server to another, the switch can be programmed to move 
these resources automatically.

Switches can also be programmed to watch for parameters such as 
bandwidth, latency, or memory usage to reach certain thresholds, and 
to notify administrators automatically when this happens. This saves 
hours of manual monitoring and helps improve overall QoS.

With automated switches in the network, a truly dynamic data center will 
be easier to manage and far more responsive to the demands of end users. 
Network automation ensures that server and storage management chang-
es flow through the data center automatically, making the network itself as 
virtual and dynamic as the servers and storage attached to it.

Arpit Joshipura is chief marketing officer of Force10 Networks.
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As an IT Professional, you know the importance of maintaining system 
performance and reliability. Your team is the one called to the rescue 
when desktops or servers crash, slow down or freeze. Many of these 
issues stem from a single, hidden source—disk fragmentation. 

1 Reliability issues commonly traced to disk fragmenta-
tion: Crashes and system hangs/freezes; slow boot times and boot 

failures; slow backup times and aborted backup; fi le corruption and 
data loss; errors in programs; cache issues; hard drive failures.
Having fi les stored contiguously on the hard drive is a key factor in 
keeping a system stable and performing at peak effi  ciency. Even a small 
amount of fragmentation in your most used fi les can lead to crashes, 
confl icts and errors.

2 The weak link in today’s computers: A computer system 
is only as fast as its slowest component. � e disk drive is by far 

the slowest of the three main components of your computer: CPU, 
memory and disk. Even with the fastest CPU, system performance 
would be aff ected by disk fragmentation. 

3 Is real-time, automatic defragmentation needed in 
today’s environment? More than ever! Large disks, multime-

dia fi les, applications, operating systems, system updates, virus signa-
tures—all dramatically increase the rate of fragmentation. Fragmenta-
tion increases the time to access fi les for all common system activities 
including opening and closing Microsoft® Word documents, searching 
for e-mails, opening web pages and performing virus scans. To keep 
performance at peak, fragmentation must be eliminated instantly.

4Increased server uptime: Fragmentation can cripple server 
performance and reliability resulting in downtime and lost produc-

tion. Diskeeper can easily and safely be used on your servers, including: 
fi le and print, web, domain controllers, SQL, Exchange, and any other 
database or application servers.

5 Virtualization and fragmentation: Server virtualization can 
be used to reduce the number of physical systems for more effi  cient 

CPU utilization. However, there is a downside: the disk subsystem 
must now account for increased disk I/O. Disk fragmentation is the 
primary cause of unnecessary I/O overhead. Automatic defragmenta-
tion is more important than ever for maximum performance.

6 A built-in defragmenter has hidden costs. Built-in 
defragmenters incur costs because they are resource intensive and 

must be scheduled off  hours—after fragmentation has already slowed 
peak productivity times. As a result, lost performance is not recov-
ered, administrative time increases, large volumes are not defragged 
completely and general defrag tasks often cannot get done within the 
scheduled defrag window.

7 Breakthrough innovation: � e prevention of fragmentation 
before it happens. Writing fi les in pieces to a hard disk wastes 

system resources that cannot be recovered. But until now, after-the-
fact defragmentation was the only solution. New Diskeeper® 2010 
performance technology is the only solution that prevents up to 85% 
of all fragmentation before it can happen and quickly eliminates the 
rest in real time and without resource confl icts. It revolutionizes system 
gains beyond all earlier metrics: faster reads and writes, more reliable 

operation, longer system life, less energy use and more. Diskeeper 2010 
is completely automatic, maintenance free and transparent. We invite 
you to see for yourself, FREE. Simply follow the link in our special 
off er below.
Diskeeper 2010 marks the end of scheduling, and the beginning of 
REAL-TIME, on-the-fl y maintenance of systems. Never again worry 
about dips in performance or straining valuable system resources—
even when demand is at its absolute highest!
Customers agree Diskeeper maintains the performance and reliability 
of their desktops and servers, reducing maintenance and increasing 
hardware life.
Every system you manage needs Diskeeper for enhanced fi le system 
performance—automatically!
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By Peter Silva

Who would have imagined back in 1973 when Martin Cooper made the 
first cellular phone call, that one day we’d be booking airline tickets, paying 
bills, taking pictures, watching movies, getting directions and accomplish-
ing real work on a device the size of a deck of cards? 

Mobile devices are computers in their own right, with a huge array of ap-
plications, significant processing capacity, and the ability to handle high 
bandwidth connections. IT executives are looking to give employees ac-
cess to internal business applications from their smartphones and mobile 
devices. Because these devices are so prevalent, however, identifying these 
as legitimate endpoints is a challenge for IT, especially when it comes to 
security and compliance. As more employee-owned mobile devices appear 
on the corporate network, mobile device management is going to be a key 
IT initiative to prevent the risk of insecure access inside the firewall.

Many organizations already allow employees to access business re-
sources from their personal computers; giving them access from their 
personal mobile devices is the next hurdle. Technologies like SSL VPN 
have made it easier for organizations to inspect a client, know its security 
posture, and allow a certain level of access based on policy. With mobile 
platforms, however, it can be hard to determine if a device complies with 
corporate access policy.

Giving employees portal access to internal web applications such as in-
tranet sites, wikis, and Microsoft SharePoint is a good starting point. IT 
administrators should also create and manage access control lists (ACLs) 
to limit user access to certain resources. For instance, administrators can 
specifically create white lists or blacklists of sites and specify a particular 
path within a web application, such as /contractors or /partners. Based on 
the device check and the authenticated user group, that device would only 
be able to navigate to those assigned resource paths.

To safely allow network access from a mobile device, administrators must 
ensure that the organization’s authentication and authorization software is 
properly installed and configured. For example, administrators can config-
ure a connection to be automatically triggered whenever a certain domain 
or hostname pattern is matched.

The network that a mobile device is connected to presents another chal-
lenge because of potential issues with latency and users roaming from 
one network to another. When there are network outages, when users are 
roaming, or when a device comes out of standby mode, features such as au-
to-reconnection enhance the user experience. Mobile SSL VPNs should 

be able to encrypt and accelerate client traffic between gateways and data 
centers, offering secure and optimized application access to mobile devices. 
If a user is on a high-latency mobile network, adaptable compression algo-
rithms in some gateways can ensure downloads arrive quickly.

When a mobile device connects over a VPN tunnel, it’s even more criti-
cal to ensure that it adheres to ACL access restrictions. Even for trusted 
mobile devices, IT might still want to restrict user access to certain subnets 
within the infrastructure based on organization, role, or other criteria. If 
there are compliance requirements for corporate access, detailed logging 
and accounting is critical, especially when applications are accessed from 
unmanaged devices.

Policy and access management features are also important so administra-
tors can quickly and easily create secure, granular access control policies 
on an individual or group basis. Flowchart-like GUIs give administrators 
point-and-click control to seamlessly add devices to an existing system or 
to create new macro policies exclusively for mobile devices.

With capable VPN gateways or controllers, users can get simple, stream-
lined access to web applications without needing full network access. This 
can simplify login for users and provide a new layer of control for admin-
istrators. When mobile devices have full VPN access, integrated optimi-
zation and acceleration technologies can enhance the mobile experience. 
Either way, administrators must maintain granular control; IT should not 
have to provision and manage multiple units simply to allow a new device 
type secure access to resources.

Peter Silva is technical marketing manager of F5 Networks.

When mobile devices have full VPN 

access, integrated optimization 

and acceleration technologies can 

enhance the mobile experience.
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The demanding needs of the mobile 
workforce have established a clear set 
of challenges for IT. From service to 

security, IT is now charged with ensuring that 
the user experience on the wireless network 
is as reliable as that of a wired network. It’s a 
pretty tall order.

The widespread adoption of smartphones, tablet computers 
and other unified communications-enabled devices has es-
sentially eliminated all barriers to constant connectivity for 
mobile employees in the enterprise. Workers can now video 
chat, IM and make VoIP calls from a singular device – wher-
ever they are in the world.
 
“Moving from traditional wired-only to mixed or wire-
less-only environments requires assurance of service and 
security, which is more than just an SSID in the air,” 
Mike Leibovitz, product manager, of Enterasys Wireless, 
Siemens Enterprise Communications. “IT must be able 
to ensure that user experience on the wireless network 
matches that of the wired network. This requires a dy-
namic mapping of VLANs, QoS, and Security Rules in 
the form of role-based policies.”

To that end, Leibovitz says, the greatest challenge for IT is 
finding a management solution that can provision and man-
age access across wired and wireless infrastructures with 
automated controls to provide seamless mobility without 
impacting the end user experience.

Businesses and CIOs in particular are now charged with 
implementing effective enterprise wireless security strategy. 
Leibovitz says enterprises looking to build a wireless security 
strategy need to address the following: 

• Wireless (RF) security;
• User Security; and 
• Visibility/Monitoring. 

“From a wireless perspective 802.11i is the standard that 
defines association and authentication on a network. A 
strategy must be formed on the type of association/encryp-
tion/authentication that will be deployed,” Leibovitz tells 
InfoTech Spotlight. 

Currently the strongest form is found coupling WPA2-En-
terprise/AES with 802.1x security. Once the user has been 
authenticated the real consideration is what traffic to allow 
and where to allow it. 
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The cloud is enabling a new 
breed of flexibility for business 
communications. In wireless 
terms, businesses can use 
the cloud to enable a cost 

effective rollout of wireless LAN 
technologies across many sites.

“This is the second strategy: User security. Role-based access should 
be deployed to bind the authentication to the security policy for au-
tomated access control. Finally, the last security strategy must entail 
some form of visibility and monitoring to ensure compliance,” Lei-
bovitz  adds. “Typical solutions include wireless IPS (WIPS) and 
sensors watching the air. Using these three levels of security, an en-
terprise can build an effective security strategy to ensure maximum 
uptime and service assurance without risking security and confiden-
tiality of their corporate network.”

Siemens offers to small and medium-sized enterprises a wireless so-
lution set that’s fully equipped out of the box

“We offer a single management console that not only reduces CA-
PEX, but significantly lowers OPEX. The management console, 
known as NMS, provides the solution components discussed above 
including role based policy management, wireless infrastructure con-
figuration, and visibility/monitoring of the environment,” Leibovitz 
explains. “We offer pricing that is effective for smaller companies, 
while providing scalability to upgrade the infrastructure as required 
with our software licensing model.

Of course another key area related to mobile security is the Pandora’s 
Box that is known as “social media,” which disrupts the long-standing 
rules of business in many ways.

“Social media offers tempting opportunities to interact with em-
ployees, business partners, customers, prospects and a whole host of 
anonymous participants on the social web,” said Carol Rozwell, vice 
president and distinguished analyst at Gartner. “However, those who 
participate in social media need guidance from their employer about 
the rules, responsibilities, ‘norms’ and behaviors expected of them, 
and these topics are commonly covered in the social media policy.”

According to Citrix officials, a new approach to an old challenge for 
the IT organization is required: resolving the conflict between pro-
viding a computing infrastructure that facilitates access to corporate 
assets, and maintaining a high degree of security.

The DDoS Security 
Threat to Mobile 
Networks
By Rakesh Shah, Director of Product  
Marketing, Arbor Networks

Due to the increased usage of 3G mobile devices like smartphones or 
PCs with air cards that are accessing Web 2.0 applications for video 
and social network type of experiences, the amount of data traffic tra-
versing mobile broadband networks is growing at a phenomenal rate. 
Cisco, for example, predicts mobile data will grow 66 times by 2013. 

To meet this skyrocketing demand, mobile operators have been making 
major investments in their network infrastructures, such as from 3G 
to LTE, and their focus has been on service creation and overall user 
experience. They operate in a highly competitive market where service 
differentiation and customer satisfaction are key elements in increasing 
customer loyalty and average revenue per user (ARPU). 

Unfortunately, the security posture of mobile networks has not evolved 
along with the growth of the data networks themselves. With some no-
table exceptions, many mobile/fixed wireless network operators appear 
to have security postures approximating those of wireline operators 
eight to 10 years ago.

According to Arbor Networks 2010 Worldwide Infrastructure Security 
Report, the fastest-growing category of ISPs – mobile and fixed wire-
less operators – may be the least prepared in terms of network visibility, 
control and overall ability to defend themselves and their customers 
against attack. The culmination of survey responses, the report con-
tains industry-wide data that spans roughly a 12-month period from 
3Q 2009 through 3Q 2010. Mobile and fixed wireless operators re-
ported that they have little visibility into data traffic on their networks. 
Data from the report includes the following:

•      Nearly 60% of respondents indicated they have limited or no vis-
ibility into the network traffic of their wireless packet cores. 

•      46% of respondents stated that they have experienced visible cus-
tomer outages during the survey period due to security incidents 
on their networks. Based upon the previously mentioned deficits in 
network visibility, this number may be underreported.

In a sense, mobile operators have become accidental ISPs. In a few 
short years, they have invested in, and transformed their businesses 
from voice carriers into providers of mobile data and video experiences. 
The most basic element underpinning these investments is the very 
availability of the networks and services themselves. As they transi-
tion to all-IP networks and become data-centric, mobile operators are 
becoming data center operators. The number one security threat to the 
availability of an Internet Data Center (IDC) is distributed denial of 
service attacks (DDoS). This is increasingly true for mobile operators. 
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Social media offers tempting 
opportunities to interact with 

employees, business partners, 
customers, prospects and 

a whole host of anonymous 
participants on the social Web.

Gil Stevens, CEO of Sipera, recently told TMC CEO Rich Tehrani 
that authorized or not, more and more workers are using computing 
tablets and smartphones in the workplace and on the road. 

“This leaves enterprises struggling to secure and support these devic-
es, internally and externally, which is critical as these devices present 
unique security challenges that dramatically differ from traditional 
data security methods that rely on firewalls, user authentication, and 
encryption,” Stevens says.

And while cloud computing is giving businesses more flexibility in 
terms of communications, it also presents a host of security consid-
erations for businesses.

“Enabling new UC applications while maintaining the required en-
terprise security posture ensures cloud-based applications can be 
accessed in line with corporate information security policies, that 
untrusted networks (like the Internet) can be used in UC deploy-
ments, and new collaboration applications with external parties do 
not introduce new risk,” says Stevens.

The cloud is enabling a new breed of flexibility for business commu-
nications, agrees Siemens’ Leibovitz. 

“In wireless terms, businesses can use the cloud to enable a cost effec-
tive rollout of wireless LAN technologies across many sites. The key 
is finding a solution that offers intelligent access points that operate 
in a decentralized fashion with comprehensive resiliency,” he explains. 

“To that end, our solution offers this level of flexibility as we’ve de-
signed our technology to be decentralized across the cloud. This pro-
vides flexibility for our customers that want to deploy WiFi at every 
site, without the burden of deploying and managing costly controllers 
everywhere. Combining centralized provisioning and management, 
not only lowers capital and operational costs but provides seamless 
mobility across every site as the workforce moves.”

Multi-tenant environments like IDCs are prime targets for DDoS 
attacks because of the potential to cause collateral damage across 
multiple customers. Attacks are also changing rapidly, moving from 
volumetric-based, where they try to simply overwhelm the connec-
tion with data, to more sophisticated application layer DDoS attacks 
that target specific services. Application layer DDoS attacks are not 
high-bandwidth and therefore difficult to identify, threatening a 
myriad of services. A significant number of mobile network operators 
indicated in the survey that they experienced application-layer DDoS 
attacks directed at their supporting ancillary infrastructure elements. 
These elements include DNS servers, Web portal servers, SMTP 
servers, Diameter servers and even GTP tunnels and SMS gateways. 
Additional data from the report includes: 
 
•      56% of respondents indicated that their ancillary support infra-

structure such as Web portals, DNS and other related services have 
been adversely affected by DDoS attacks over the 12-month survey 
period.

•      44% indicated that mobile handsets or end-customer computers 
with wireless connectivity have been affected by  
DDoS attacks. 

•      50% of respondents indicated that they have observed outbound/
crossbound DDoS attacks originating from infected subscriber 
nodes. Given the network visibility deficits described above, this 
statistic may also be understated.

•      22% of respondents indicated that stateful firewalls and/or stateful 
NAT devices on their networks have been adversely affected by 
DDoS attacks during this period.

From a security standpoint, mobile network data growth is a game 
changer. Hackers look for opportunity and they see plenty in 
mobile networks – from the infrastructure itself, to the ubiquity 
of connected devices, to users who load them with personal and 
sensitive information. Mobile operators are struggling with the 
availability of limitless botnets with ever increasing bandwidth, 
the vulnerability of the infrastructure itself and with few network 
control points. As this year’s Worldwide Infrastructure Security Report 
demonstrates, mobile operators need better ability to see malicious 
traffic on their networks and be able to influence it in such a way 
that protects them and their customers. 
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One of the big-
gest problems that 
companies face is 
that mobile applica-
tions do not run on 
their own networks, 
meaning the infor-
mation that is trans-
mitted over them is 
highly unsecure. 

As the Wall Street 
Journal reported in 
March, a major soft-
ware attack on mo-
bile phones has put 
pressure on Google 
Inc. to do more to se-
cure its online store 
for smartphone ap-
plications. The com-
pany came under fire 
after computer-secu-

rity experts uncovered more than 50 malicious applications that were 
uploaded to and distributed from Google’s Android Market.

From a security standpoint, mobile network data growth is a major game 
changer, according to Rakesh Shah, director of product marketing, Ar-

bor Networks (see sidebar on page 24). Shah says hackers look for op-
portunity and they see plenty in mobile networks – from the infrastruc-
ture itself, to the ubiquity of connected devices, to users who load them 
with personal and sensitive information.

Peakflow is one of Arbor’s solutions to the mobile security issue whose 
benefits include:

•     Optimize availability by proactively detecting and mitigating net-
work-wide anomalies caused by Distributed Denial of Service 
(DDoS) attacks, botnets and other threats.

•     Enhance operational efficiency by modeling traffic across the entire 
network.

•     Increase profitability by delivering new secure managed network se-
curity services.

•     Improve capacity planning and simplify compliance via real-time net-
work analysis and historical reporting.  

Specifically to mobile security, Arbor’s Peakflow SP and Peakflow SP 
Threat Management System (TMS) provide a comprehensive threat 
detection, mitigation and reporting solution that can be deployed on 
the Gi/SGi interfaces of the GGSN/PGW -allowing you to pro-
tect your mobile infrastructure from threats such as Internet-sourced 
DDoS attacks. 

“Businesses can protect themselves by gaining needed visibility inside 
the mobile packet core and into mobile security threats. From there, they 
need tools to actually mitigate the attacks,” Shah says.

Let TMC help you execute your next Webinar. Contact Joe Fabiano for details about how you can use the power of TMC publications 
and TMCnet to draw a large number of qualified attendees. 203-852-6800 ext. 132 or jfabiano@tmcnet.com
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VoIP gateways are essential to ensuring that today’s voice 
networks are secure and reliable. Each year, a growing num-
ber of enterprises and SMBs make the decision to part 
ways with their legacy phone service to adopt IP-based 
communication systems, which allow voice and data to 
travel over the same network.

InfoTech Spotlight sat down with Burt Patton, executive vice 
president of Patton Electronics, and co-founder of the 
Gaithersburg, Md.-based company to talk about the future 
of VoIP and other “over-IP” technologies that are integral 
to truly Unified Communications.   

During recent months, Patton’s operations have steadily 
gained momentum in the VoIP and Unified Communica-
tions sectors as Patton has focused on strengthening re-
lationships with key business and technology partners in 
the Americas and worldwide. VoIP systems are growing 
in popularity in businesses of all sizes because they offer 
a host of benefits, including reliability, flexibility and sub-
stantial cost savings compared to traditional phone service.

Burt Patton told InfoTech Spotlight what’s ahead for the in-
dustry, how Patton will continue to stay ahead of the curve, 
and what’s needed to realize “UC nirvana.”
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EH: You know we are using an unusual photo of you on the cover 
of you with the Patton Band. Tell me about the Patton’s Band.

BP: Too funny! It’s interesting there are a lot of musicians in this 
business; and maybe a lot of wanna be rock stars in the industry. 
We have a lot of fun playing and entertaining at various company 
events. We have played parties at the CeBit show in Germany. 
We’re not that good, but people do check them out a lot on Face-
book and YouTube.  

If you think about it business is a big part of life. At Patton we believe 
life is an adventure and adventures are fun. So, we like to make it fun 
and to a group of us at Patton, rockin-out is a blast. My daughter 
Hope said it well; when she was seven years old she visited the office 
and wrote me a poem, which I keep on the wall in my office. “Work 
for money, work for fun. If you don’t, there won’t be none.”

EH: How has Voice over IP evolved in the past 3 to 5 years, and 
how is Patton on the leading edge of those evolutions?

BP: Well, VoIP as a technology has been around and used for more 
than a decade. Most advances in telecom start at the core of the car-
rier network and then migrate outward from the edge to access and 
then to the enterprise (Customer Premise). Usually, large enterprises 
are the first to adopt new technologies; in the case of VoIP, these larg-
er enterprises gain the greatest benefit from the savings, efficiencies 
and ability to integrate or “unify” systems. But, the street level reality 
about VoIP is that only in these last five years have we seen the SME 
customers adopting the technology in mass, which means that we 
are only now really crossing the infamous chasm at this point.

But VoIP is really just a step along with way and a precursor tech-
nology to Unified Communications. Unified Communications is 
today a reality, but the “unification” part of it is a moving target, 
because every day we have new devices, new applications and new 
models for delivering services.  

So to answer your question and get to the point:

•     VoIP and other “over-IP” technologies are a required component 
of Unified Communications.  VoIP is really now being adopted 
by SMEs and UC is not going to be far behind.  The evolution 
in this regard is evidenced to Patton by our own strong VoIP 
revenues in the SME market.

•     The carriers, on a global basis, are now deploying NG services on 
the Softswitch Platform’s they have deployed over the last 5 years.

•     The migration to IPPBXs in the enterprise is now in full swing.
•     Virtual, Hosted or “cloud” based services are emerging and Uni-

fied Communication technology and acceptance in this same 
space is becoming more possible.

These trends are largely driving our success. To enable real migra-
tion to UC, VoIP has to be moving from a gateway function to 
an intelligent router function. Wide Area Networks are getting 
smarter (cloud), local area networks are also getting smarter, and so 
must the edge devices.  Patton’s put a tremendous effort in bridg-

ing the LAN-WAN border with new devices designed translate 
from one smart system to another. This can be seen in our session 
border routers with transcoding for example. Since VoIP is taken 
up at different times with different systems in the LAN and the 
WAN, new challenges arise that consider the CODECs as well 
as the protocols and applications deployed on both sides of the 
network demarcation.

EH: Who is Patton’s primary customer? Is there a particular seg-
ment or vertical you cater to? Why?

BP: Well yes. Our VoIP router business is about evenly split be-
tween enter-
prise sales and 
carrier sales. 
Carrier’s use 
our products 
to deliver 
business class 
VoIP services 
to SMEs. 
Large enter-
prises use the 
t e c h n o l o g y 
to unify with 
their branch 
offices; which 
are really in-
ternal SME 
customers. So, the SME is the customer and an important one. 
SMEs are the pillar of the global economy.  The technology and re-
lated services have now evolved to the point where these SMEs gain 
a lot in productivity by adopting VoIP.

So, we have catered our product development and marketing strat-
egies around the SME customers. We talk about our company as 
“middle market” and products as “business class.” For this SME mar-
ket we are really ideally positioned as an American manufacturer. 
High volume and low cost consumer products cannot provide the 
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quality and functionality required for professional use. These small 
businesses do care about things like QoS, reliability, survivability etc. 
High-end enterprise products are too expensive and usually misfit. 
The applications in the SME space are more diverse and the technol-
ogy combinations are unlimited. The need to bridge essential legacy 
systems is often present. The SMEs define their own needs based on 
their strategic objectives and competitive needs. They must have the 
ability to bridge these specializations onto the wider network. We 
often brag that Patton SmartNodes are the most interoperable, most 
configurable (because it’s homegrown), best QoS and most complete 
product range in the market. Patton products do cover really the full 
range of interfaces, port counts and features for this market. Our 

products reach 
these custom-
ers either in 
combination 
with a service 
or through a 
system inte-
grator.

EH: The term 
Unified Com-
munications 
is used quite 
broadly. What 
is Patton’s def-
inition of Uni-
fied Commu-
nications and 
how are busi-
nesses adopt-
ing these tech-
nologies?

BP: Microsoft 
defines Lync 

and OCS as Unified Communications, Cisco pretty much wants 
to define anything it sells as Unified Communications. Anyway, 
Unified Communications is the ability to access all relevant com-
munication mediums on any device, through a single expert system. 
Businesses really want to realize streamlined integration of commu-
nication tools, applications etc., but almost always it’s not a big jump, 
but several steps towards a goal.

It could be that in order to realize UC nirvana, we need really the 
“cloud” and everything we do in it.  In the meantime, unification 
for most business is a migration. Businesses are dealing with di-
verse systems; sometimes geographically dispersed with different 
types and quality of available broadband services at branch offices 
etc. Many have various levels of readiness in their legacy systems 
to really achieve unification.  In many cases those legacy systems 
provide mission-critical tools. This is an area where our Smart-
Nodes really shine. Patton’s SmartNodes connect directly to any 
WAN access technology and just about any telephony device. We 
can then intelligently route telephony calls (or fax, etc.) based on 

a host of user-defined parameters. We call it “any-service on any-
port anytime.” It also unifies people across regions, from countries 
still with old TDM or frame relay access technologies to developed 
regions with advanced DSL or FTTX technologies.

EH: Explain the role of VoIP gateways and the significance they 
play in carrier adoption.

BP: I like IAD with an emphasis on integrated. At Patton, we 
consider these IADs as advanced routers; because the gateway 
function is only one small part of what is needed by the SMEs. 
These gateway/routers are a critical transition and migration 
element to both VoIP and UC for both carriers and enterprises. 
To this day a majority of SMEs have conventional telephony 
systems installed and are using legacy PSTN services. For 
VoIP service providers it is important to be able to connect 
these customers to their service (e.g. SIP trunk) in a reliable 
way; without having to know and understand 100’s of different 
PBX systems. This is where we come in, with standard telepho-
ny interfaces on one side and a highly interoperable and stable 
SIP implementation on the other.

EH: Looking ahead, what areas does Patton plan to focus on in 
terms of making its next series of advancements?

BP: From a product point of view, Patton will continue to deploy 
intelligence in the edge. We are focused on business-class devices 
that are very aware of the applications they serve and maximize 
performance for those applications. One example is our focus on 
FAX and ISDN in our SmartNodes. By focusing to make these 
kinds of applications really work and create a unique value for our 
customers. We see more and more migration from TDM-to-IP to 
IP-to-IP application. The new IP-to-IP application and the migra-
tion path itself will be the place we want to invest our innovations.  
If your readers do not know it yet, we have started launching our 
SmartNode Enterprise SBCs.

We will continue to forge further and tighter integration with 
leading Softswitch, IPPBX and Unified Communication de-
velopers. We have great technology collaboration with the in-
dustry; from vendors with small SME solutions like 3CX to 
Microsoft (Patton SmartNodes are currently OCS Certified 
and will soon be certified on Lync). We will also continue to 
engage the important and influential channels like 888VoIP-
Store. This guy named Kerry Garrison has really made some 
very helpful Video Tutorials on SmartNodes. Anyone depend-
ing on Windows should read Matt BlogSpot dealing with Win-
dows UC issues. 

Without saying too much about our specific plans, we will con-
tinue to emphasize security, automated provisioning and network 
integration as the SmartNode software continues to evolve with 
the market. 

EH: How does running a “family” business allow you to better un-
derstand the needs of your customers?
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BP: You know there are many ways to answer that question.  But 
let me get something straight: That we are a family business should 
not imply “mom and pop” in any respect.  We are a multi-national 
corporation, doing business in 160 countries with operations 
around the world.  Our family is also huge; I have five brothers and 
four sisters (that’s a family of 12 counting my parents.  I have nine 
kids of my own and my father has like 75 direct-living decedents, 
including his kids, his grandchildren and great-grandchildren.

Most businesses are small businesses; many small businesses are 
family businesses. Most of these SME customers are just like us. 
We understand their value to the economy, their values as a family 
and what they value in their businesses. We know they must be 
competitive in their own right; which means realizing the greatest 
benefit for the least investment. They are looking for honest-value 
and they take decisions cautiously.  

SMEs must find partners and not just vendors; because technology 
to a small business can be a healthy or unhealthy dependency.  Be-
ing Patton to these customers really means something.  As a com-
pany, we are not making decisions for any other reason besides the 
needs of our customer and movement in the market. We are not 
running the company with an exit strategy or to change our stock 
price. We are both forward leaning and conservative.  

It translates into tangible benefit to our customers- both large and 
small. We really have a lot of customer loyalty because whenever 
a Patton product is chosen, we stand with the customer.  If some-
thing goes wrong we fix it at our expense; if they are still dependent 
on the product, we don’t just discontinue it; if they need new fea-
tures, we implement those features provided it’s possible within the 
laws of the universe. Call it old-fashioned family values.

EH: What are the biggest VoIP trends you are seeing so far this year? 

BP: We see three major trends.

1.     We are starting to see more and more VoIP to VoIP or SIP 
to SIP connections between WAN and LAN over existing 
WAN infrastructures.  Most of these require more than 
just a simple SBC. They require more conversion and con-
trol to accommodate the other data types besides voice. We 
are reading the predictions by the likes of Ovum and we 

tend to agree that carriers will start to diverge into either 
“smart” or “lean” services providers to enable the transition 
to cloud-based services even beyond basic “communica-
tions.”

   

2.     IPV6 is in the news big time and the world is now paying at-
tention. Transition to IPV6 will cause a disruption in conver-
gence as Carriers and Enterprises struggle to implement their 
transition strategies.

3.     Security continues to be a key issue. Both attacks and fraud 
are sharply rising. As a consequence security and encryption 
become more and more important in our products.

EH: Are there any market predictions you’d like to make 
for the next 10 years? How is Patton building on its ex-
pertise in integrated network access, transmission, IP and 
frame relay technologies?

BP: Well, frame relay is pretty much out of the picture from 
our perspective. The future is still Ethernet (fiber, EFM, PON 
etc), and IP and a multitude of services on top.  Hardware is be-
coming more generic and software more specific. We will build 
on our expertise in business class VoIP technologies to provide 
high-value CPEs with a rich service layer that communicates 
with hosted or cloud based services.

The next big wave is machine-to-machine communications – or 
what I call the industrialization of the Internet (not just the 
commercialization of it).  The integration of real-time commu-
nications and network performance monitoring will be a key to 
enabling a truly smart-node on the industrial Internet. We are 
looking for smart grid related partnerships.
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With CIOs charged with cutting costs in a still uncer-
tain economy, server virtualization is a growing reality 
in data centers, and the economics are firmly behind 
the trend. Server virtualization reduces the numbers 
and types of servers that support business applications, 
helping companies to achieve significant cost savings.

Server virtualization has reduced server counts and 
improved usage efficiency, but it also creates far greater 
complexity in the data center – rather than a few dozen 

Virtualization and cloud management solutions 
can simplify how IT is managed, accelerate IT 
service delivery, increase operational efficiency, 
automatically assure compliance, and reduce 
business risks. With all of these benefits, how 
can firms avoid struggling with the technical and 
organizational changes that virtualization brings?
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servers, administrators must now deal with hundreds or thou-
sands of virtual machines (VMs).

“Virtualization is allowing more resources to be allocated 
toward innovation and improving business operations,” says 
Clive Hallatt, senior director of alliances and business devel-
opment at Force10 Networks. 

In an interview with InfoTech Spotlight, Hallatt explained the 
three layers of virtualization:

1) Server virtualization;
2) Network virtualization; and
3) Storage virtualization.

Server virtualization is by all accounts driving the market to-
day, but all three areas are key considerations for adoption, 
but as Hallatt explains, “The network is the last part of the 
technology stack to be virtualized.”

Based on a survey of  more than 400 IT organizations 
currently deploying server virtualization, IDC recently 
found that customers are looking to not only increase the 
penetration of  virtual servers within their environment, 
but also to increase the number of  virtual machines per 
physical server. 

IDC forecasts more than 23% of all servers shipped in 2014 
will be actively supporting virtual machine technology. In 
addition, more than 70% of all server workloads installed 
on new shipments in 2014 will reside in a virtual machine. 
More than $19 billion will be spent on server hardware in 
support of these applications. The forecasted $19 billion 
dollars translates into 36% of all spending for server hard-
ware in 2014 and the 23% of all server shipments will repre-
sent 2.2 million physical server hosts. 

Further, IDC estimates that 2.2 million physical servers will 
in reality become as many as 18.4 million logical servers with 
customers deploying an average of 8.5 virtual machines per 
physical host by 2014.

“Server virtualization is the ‘killer app’ for the data center and 
has forever changed IT operations. Most data centers have 
had a ‘virtual first’ approach to server deployment for the last 
three years and this has meant that the majority of application 
instances now reside inside a virtual machine,” says Michelle 
Bailey, research vice president, Enterprise Platforms and Data-
center Trends at IDC. “This has profound implications for not 
just maintenance and management of the datacenter but also 
adjacent infrastructure such as storage and networking,” 

Force10’s Hallatt says this new era of virtualization is also 
forcing companies to bring IT together in new ways, consoli-
dating server, network and hardware teams.

As Hallatt explains to InfoTech Spotlight, what’s happened over 
the last five yers is that storage centralization is using soft-
ware to carve up that storage.

“All of that is great, but it brings challenges; you have less 
servers but more virtual machines running. That means you 
have more things to manage, a more complex environement;  
essentially what you have is a more complex environment, but 
better coordination between the network,” he adds.

Essentially, virtualization lets you run multiple virtual ma-
chines on a single physical machine, with each virtual machine 
sharing the resources of that one physical computer across 
multiple environments. 

In the past, 
from a organi-
zational per-
spective, IT 
had one group 
managing the 
network, an-
other manag-
ing the server 
and yet anoth-
er focused on 
storage. “They 
were working 
in siloes. And 
they were 
kept that way,” 
says Hallatt.

Now compa-
nies are bring-
ing those teams 
together to 
work as a homogenous unit, which brings its own set of challenges.

“We are seeing virtualziation teams now in companies. First, 
there is a physical switching infrastructure. These virttual 
servers also have virtrutal switches; so now the question is 
‘who is the administrator of that? Is it the network guys? Is it 
the server people?’ There are turf wars around that,” Hallatt 
explains. “We are starting to see people build virtualization 
teams that are all of those skill sets wrapped into homogenous 
teams. We are seeing more of a – ‘we need to consider all three 
pieces. Network, storage, server,’ approach.”

Open Automation

“As the needs of the enterprise begin to turn to management 
constraints, large virtualization customers will have to begin 
to more seriously consider investments in automation tools 
and converged hardware as a means to lower time to deploy-
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ment and simplify an 
increasingly complex 
datacenter infrastruc-
ture,” adds Bailey.

Force 10’s open au-
tomation framework 
brings network auto-
mation to virtual data 
center environments, 
providing a network 
that is more flexible, 
available and manage-
able while reducing op-
erational expenses. 

“It’s a set of tools and tech-
nology that allows the net-
work to be more integrat-
ed in this environment, 
which grants architectural 
freedom and customiz-
able scripts,” Hallatt ex-
plains. “The virtualization 
framework is comprised 
of a suite of network man-
agement and architectural 
tools that promote greater 
efficiency and flexibility 
within the data center.”

Since server, storage and 
network infrastructure 
can no longer be managed 
as separate silos; open au-
tomation addresses these 
challenges using industry 
standards and common 
industry technology, al-

lowing IT managers to deploy virtualized environments.

“The benefits come from a more flexible network. We end up 
with a management interface that gives you architectural free-
dom; and from that, you have automated switch configuration 
management and customizable scripts,” says Hallatt.

Force10’s Open Automation Framework is comprised of a 
suite of inter-related network management tools that can be 
used together or independently. These tools provide data cen-
ter managers with a complete set of capabilities required in 
today’s dynamic, virtual data center environments:

•     JumpStart reduces installation time, eliminates configura-
tion errors and enforces standard configurations by automati-
cally configuring network switches.

•     SmartScripts improves network monitoring and management 
with a robust, Perl/Python scripting environment.

•     HyperLink increases network flexibility by automatically 
provisioning VLANs when VMs are migrated.

•     SwitchLink simplifies network management by integrating 
with multiple third party system management tools.

Force10 Networks is also part of industry leader VMWare’s 
Alliance Affiliate Initiative, which helps IT managers to de-
ploy consolidated, integrated networks that reduce the server 
hardware and manpower needed to scale networks.

Cost Savings

Virtualization also reduces a company’s physical infrastructure 
footprint by consolidating excess server and desktop hardware, 
allowing com-
panies to lower 
both their cap-
ital and oper-
ating expenses.

About 70% of 
a typical IT 
budget in a 
non-v i r tua l-
ized datacenter 
goes towards 
just maintain-
ing the existing 
infrastructure, 
with little left 
for innovation, 
according to market leader VMWare. 

“Organizations will see CAPEX savings as well as OPEX be-
cause you build a more reliable infrastructure and use your peo-
ple more efficiently,” says Hallatt. “At the end of the day, we need 
to really optimize these data centers; they are getting huge. Now 
we are moving these resources around and in turn, they are more 
efficient, more agile.”

VMWare customers, for example, typically save 50% to 70% on 
overall IT costs by consolidating their resource pools and deliv-
ering highly available machines with VMware vSphere, a plat-
form that virtualizes business critical applications with dynamic 
resource pools for flexibility and reliability.

The Future of Virtualization

Standards in virtualization are starting to emerge, such as the 
IEEE 802.1aq, which Avaya is now implementing. The IEEE 
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802.1 aq standard, also known as the Shortest Path Bridging 
standard, is a straight line approach to help networks take 
the shortest path between two points.
 
“We are starting to see the technology become mainstream and 

see new stan-
dards emerg-
ing that will 
enhance these 
kinds of ca-
p a b i l i t i e s ,” 
says Hallatt. 
“There’s a big-
ger and bigger 
drive to get 
these data 
centers as ef-
ficient as pos-
sible – since 
they consume 
massive pow-
er…the more 
you can do in 
terms of agil-
ity and flex-
ibility to be 
efficient, the 
better off you 
will be.”

According to Natalie Lambert, director of product mar-
keting at Citrix, desktop virtualization is a top priority for 
CIOs today because “in all of its various forms, can address 

some of the biggest business initiatives on the CIO’s plate, 
such as compliance, global expansion, flexible working, con-
sumerization, business continuity...the list goes on,” she re-
cently blogged. 

“However, there are still many companies that perceive 
desktop virtualization as too complex – they have questions 
around infrastructure investments (servers, storage, network-
ing, etc.) as well as understanding the different software com-
ponents and endpoints.”

Dell recently announced the availability of Dell Desktop Vir-
tualization Solution (DDVS) built on Citrix XenDesktop. 
DDVS is a comprehensive solution portfolio that leverages 
pre-packaged, configured and tested hardware, software and 
services to help companies adopt and implement desktop vir-
tualization and address the perceived complexity. 

And while many IT leaders believe that they have virtual-
ized their x86 servers, technology researcher Gartner says 
companies have to plan for two to three times the growth of 
virtualization in the portfolio.

“Virtualization will continue as the highest-impact issue 
challenging infrastructure and operations through 2015, 
changing how you manage, how and what you buy, how 
you deploy, how you plan and how you charge,” says Philip 
Dawson, research vice president at Gartner. “Virtualization 
now drives efficient IT from all angles, including data cen-
ter design, platform updates, and application and infrastruc-
ture modernization, as well as traditional and new delivery 
models, such as infrastructure utility and cloud computing. 
However, virtualization does take investment; the savings are 
not a given.”
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1. Get more out of your existing resources: Pool common infra-
structure resources and break the legacy “one application to one 
server” model with server consolidation.

2. Reduce data center costs by reducing your physical infrastruc-
ture and improving your server to admin ratio: Fewer servers and 
related IT hardware means reduced real estate and reduced power 
and cooling requirements. Better management tools let you im-
prove your server to admin ratio so personnel requirements are 
reduced as well.

3. Increase availability of hardware and applications for improved 
business continuity: Securely backup and migrate entire virtual 

environments with no interruption in service. Eliminate planned 
downtime and recover immediately from unplanned issues.

4. Gain operational flexibility: Respond to market changes with 
dynamic resource management, faster server provisioning and im-
proved desktop and application deployment.

5. Improve desktop manageability and security: Deploy, manage 
and monitor secure desktop environments that users can access 
locally or remotely, with or without a network connection, on al-
most any standard desktop, laptop or tablet PC.

Source: VMWare
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by Erik Linask

The future of communications lies in applications and services. If you 
don’t believe it yet, consider the sheer number of apps available (and 
the number of apps that have been downloaded) at Apple’s App Store 
and the Android Market. Whether you are an iPhone user or have one 
of the latest Android-based devices in hand, one thing is certain: you 
have more than likely taken advantage of the exhausting list of apps 
available at Apple’s App Store or the Android Market. For that matter, 
even BlackBerry users have a selection of useful apps available.  

“More and more, consumers want apps and sophisticated features that 
come with their smartphones,” noted Lory Silvia, executive vice presi-
dent of marketing at Redbend Software. 

But aside from the thousands of personal apps available, there are 
countless business apps being developed in concert with the adoption 
of unified communications platforms and, of course, the devices that 
leverage the mobility features of UC solutions. 

The problem, for IT departments, though, becomes managing these 
enterprise applications effectively in terms of distribution, manage-
ment, and security. As the number of mobile devices increases, the 
strain on IT managers increases, as they are forced to find ways to 
manage more devices, a task only complicated by the trend toward al-
lowing users to bring their personal mobile devices in the enterprise.

According to Sylvia, mobile virtualization is one way to simply mobile 
management in the business environment. By enabling separate, secure 
software environments on devices, one managed my the mobile op-
erator and the other by the IT manager, businesses are able to ensure 
security of their business applications and networks.

“With mobile virtualization, you are absolutely sure there is a distinct sep-
aration,” she says. “You swipe one way and you have your business mobile 
experience; swipe the other way and you enter your personal experience.”

While MV is a great way to ensure security in the mobile enterprise envi-
ronment, the other issue – and perhaps the more critical in terms of time 
management for IT groups, is the applications the end users want and 
need in order to be productive. With countless business apps already avail-
able, and with more being developed each week, many of which are tied to 
back-end business systems, IT managers are faced with having to spend an 
increasing amount of time managing these applications on various devices.

A logical solution, according to Sam Liu, vice president of marketing at Part-
nerpedia, is the enterprise app store. The idea, leveraging an already intimate-
ly familiar process, thanks to Apple and Google, as well as the explosion of 
cloud computing, the idea is to provide a source for IT managers to purchase 
and license applications for the business environment, maintaining control 
over distribution and management from a centralized location.

“Mobile device management providers look at it from a device per-
spective, where they need to control individual devices,” explains Liu. 
“That’s hard to do with personal devices.”

Instead, Partnerpedia’s enterprise app store approach allows manage-
ment from the application perspective, ensuring the same user experi-
ence while adhering to corporate policies and procedures and without 
requiring configuration and management on each individual device.

Users can access and install applications from their mobile devices or 
a Web browser, including trial versions, and can provide ratings and 
reviews on individual apps, creating a valuable feedback mechanism for 
IT managers, in addition to significant process efficiencies.

As tablets and smartphones continue to proliferate the business land-
scape – more and more businesses are discovering use cases for tablets 
and cloud computing – Liu believes this year will be the testing ground 
for enterprise app stores.

“Those companies that are experimenting with tablets and the cloud say they 
can see the need and the benefit for enterprise app store,” according to Liu.

Indeed, most IT managers are likely to agree that they are spending too much 
time deploying and managing applications. The idea of simplifying and pro-
cess, while increasing the availability of business applications is sure to be a 
welcome development, especially considering the end user process is one with 
which every smartphone and tablet user already uses regularly.

As the number of mobile 
devices increases, the strain 
on IT managers increases, as 

they are forced to find ways to 
manage more devices, a task 
only complicated by the trend 
toward allowing users to bring 
their personal mobile devices 

in the enterprise.
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