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85% of organizations do not successfully design their physical
infrastructure to maximize private cloud bene� ts*...

are you one of them?

Panduit can help.
Panduit provides intelligent data center solutions optimized for cloud computing – streamlining 

the process of physical infrastructure design, deployment and operation establishing a scalable 

foundation for your cloud environment. 

*IDG Research Survey conducted May 2012

Learn more at www.panduit.com/cloud

http://www.tmcnet.com/redir?u=1006605


Predictions are usually made based on facts 
and experience, but sometimes these fore-
casts prove inaccurate. In the ever-changing 
landscape of technology, it can be especially 
difficult to foretell what specific outcomes 
will come to fruition. Nevertheless, it’s the 
job of analysts and prognosticators to size up 
the year ahead in technology.

As we start a New Year, many predictions 
have been made about cloud comput-

ing and how this disruptive force will 
continue to evolve in 2013. Gartner said 
recently that 2013 is going to be about 
the expansion of cloud computing and 
the struggle by the enterprise to achieve 
adequate security for it.

“Increased adoption of cloud-based 
computing is expected to impact the 
way security is consumed as well as how 
key government agencies will prioritize 
security of public cloud infrastructure,” 
according to Gartner analysts Ruggero 
Contu, Lawrence Pingree and Eric Ahlm.

Increased adoption of cloud-based 
computing is expected to impact the way 
security is consumed as well as how key 
government agencies will prioritize secu-
rity of public cloud infrastructures, the 
analysts say. This overall trend will lead to 
more managed security services providers 
through cloud delivery.

According to Gartner, 33 percent of all 
organizations currently have Bring Your 
Own Device (BYOD) policies in place for 
mobile devices such as smartphones and 
tablets. The policies and tools initially put 
in place to deal with mobile devices offering 
consumer-grade security need to be revised 
to deal with these devices being under the 
ultimate control of a private user, rather than 
the organization, explains Dionisio Zumerle, 
principal research analyst at Gartner.

And for organizations that have embraced 
software-as-a-service (SaaS) solutions, 
BYOD can actually make data more 
secure, according to Backupify’s Rob May, 
who writes about how to make data more 
secure with BYOD in this issue of Cloud 
Computing (see page 12). 

While BYOD can’t make your data inde-
structible, when combined with proper 
IT policies, regular employee training and 
comprehensive data backup, May says it 
can ensure the integrity of your company 
data while supporting a more flexible, 
productive workforce.

Regardless of which predictions come true 
this year, organizations that take a strategic 
approach to security policies and continue 
to play an active role in security and risk 
management even after they choose a cloud 
service provider will reap the financial rewards 
of managed cloud applications and services.

T he Mayans predicted that the world as we knew it would come to an 
end on Dec. 21, 2012. However, since this first quarter of 2013 issue of 
Cloud Computing has found its way to you, clearly that prophecy was 

either miscalculated or misunderstood. 

Securing the Cloud:  
Reaping the Rewards of BYOD

by Erin E. Harrison
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View from the CLOUD

2013 is going to be about the expansion of 
cloud computing and the struggle by the 

enterprise to achieve adequate security for it.
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integrated publishing solutions

by Rich Tehrani

The reason is simple – both companies need 
to blunt the move by Apple into the home 
and entertainment is the future of technol-
ogy as consumer technology trends coupled 
with BYOD turn into corporate success. 
When the iPhone first came out, CEO after 
CEO explained to me patiently about how 
they could never abandon RIM and that the 
iPhone would never be secure enough for 
their IT departments to sanction. Well, that 
was a short wait as a few years later RIM is 
gasping for air and even mighty Microsoft is 
trying to figure out how to get people to buy 
its mobile products.

The question is – who should buy Linksys 
and the answer to me seems that anyone 
who needs to compete with Apple. Aside 
from Google and Samsung, let’s be sure we 
add Microsoft to the list as well. Imagine 
what they can do with Linksys and Skype 
integration – coupled of course with Lync 
and Xbox. This combo would certainly 
make the company even more powerful in 
the world of VoIP/IP communications.

Then there are the cloud vendors – there is 
a natural fit between products and services 
these days – and Amazon has shown us that 
software can and will subsidize hardware. In its 
case, a suite of cloud services and apps are there 
to increase consumer spending on products 
in the Amazon ecosystem. Google with its 
Chromebooks gives away lots of cloud services 
in the hopes customers will buy more. Expect 
this trend to extend across hardware in general 
meaning companies like Carbonite and Mozy 
may look at Linksys as a way to get consumers 
to use their services on a trial basis.

In a way, both of these companies can justify 
the purchase of Linksys by subsequently cut-
ting their marketing budgets as the sale of each 
router and other consumer electronics product 
bundled with a free trial is effectively the same 
as the result of advertising on radio, TV or the 
web. Other consumer networking companies 
like D-Link may also show interest and there 
is a chance private equity may see some hid-
den value which can be unlocked.

Finally, there is Dell and HP. I can’t imagine 
either company successfully pulling off such 
a merger but the synergies between consumer 
printing, computing and networking are too 
obvious to ignore. Moreover there are a slew 
of Asian vendors – many in China that could 
take the Linksys brand and use it to introduce 
a number of new products, which would 
have immediate name recognition in the U.S. 
Lenovo leveraged IBM at first to do something 
similar – I imagine in my scenario, a Chinese 
manufacturer renaming itself as opposed to 
the other way around. Of course the U.S. 
government may have something to say about 
such a move from China but then again being 
a consumer play, Linksys may not get much 
attention from the feds looking to keep our 
communications networks safe.

Either way the biggest opportunity for growth 
for Linksys seems to be the melding of hard-
ware with cloud services such as storage, audio 
and video. Apple and Amazon are pulling this 
off brilliantly and it seems to me the future of 
commodity hardware will be using it to push 
a surrounding ecosystem. In a way consumers 
can thank the cloud for adding more value 
to the products they buy and for its ability to 
subsidize hardware in order to make upfront 
costs more attractive.

C isco recently appointed Barclays to help it auction off Linksys – consis-
tent with the company’s move to exit low-margin consumer business-
es as it looks to invest in high-margin areas like software and services. 

But as the saying goes, one man’s garbage is another man’s gold. Linksys is 
indeed a treasure to the right partner like Google or even Samsung.

Who Should Buy Linksys? And 
How Does the Cloud Fit In?

Publisher’s OUTLOOK
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The Channel – Magnif ied.

Database + Design + Deliverability = RESULTS

Since 2001, iAgentNetwork has provided tens of 
thousands of channel partners the latest information on 
products, services, promos, conferences, training events, 
roadshows, magazines, newsletters, webinars, press 
releases, career opportunities and much more via our 
industry leading e-blast service.
 
We have the most comprehensive email database of 
Agents, VARs, VADs, System Integrators, Carriers, 
Resellers & CLECs in the telecom industry. We have 
established long-standing relationships with key 
publications, conferences and associations within the 
telecom channel. What does that mean to you? We’ve 
done all the legwork to identify the potential partners to 
help you resell your telecom product or service!
 
iAgentNetwork offers design services for our clients. 
Our designers are uniquely talented, highly specialized 
and have years of design experience within the telecom 
industry. E-mail advertising remains a highly effective 
form of marketing. iAgentNetwork designers not only 
have the talent to make your e-blast ads look great, they 
employ best practices of email marketing to ensure the 
highest deliverability of your e-blast ad to iAgentNet-
work’s database.

iAgentNetwork Database

E-Blast Examples

   9,000  
Master Agents, Agents, International Agents

   7,000 
 VARs, VADs, Interconnects & System Integrators

   6,000 
Carriers, Resellers & CLECs

Contact us today to reach the channel tomorrow!  
(877) 867-2553 or sales@iagentnetwork.com

http://www.tmcnet.com/redir?u=1006204
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Ingate E-SBC Solutions

BRING ING  I T  ALL  T OGET H E R

Diagnostics

Certified 
Interoperability

NAT 
Traversal

SIP Trunking

IDS/IPS

Advanced 
Routing

Encryption

Remote 
Clients
Remote 
Clients

Reliable

Lower
Costs

Easy 
Installation

Advanced 

Lower

Security

– The secure solution for Unifi ed Communication
Ingate E-SBCs provide a secure and reliable solution for bringing SIP and Unified 
Communications into the enterprise. Available as hardware and software solutions 
worldwide, Visit www.ingate.com for more information.
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http://tmcnet.com/59220.1 
CipherCloud Gets $30M from 
Andreessen Horowitz

Cloud information protection company 
CipherCloud has received $30 million in 
new funding from Andreessen Horowitz. 
The money will enable CipherCloud to 
accelerate its global go-to-market strategy 
with expanded sales and marketing and 
further develop its offerings. 

The company has 1.2 million users, 100 
million customer records protected across 
more than 40 customers including two 
of the five largest banks in the U.S., 10 
industries and eight countries, according to 
Paige Leidig, senior vice president and chief 
marketing officer. CipherCloud plans to 
accelerate the development of new product 
offerings and advance its technology leader-
ship with the new funding.

CipherCloud’s go-to-market strategy is 
focused on multiple routes to market in-
cluding both direct and channel sales; the 
key regions of APAC, EMEA and North 
America; and key industries including 
financial services, government, healthcare 
and technology.

http://tmcnet.com/59221.1 
Message Bus Receives Funding 
for its Cloud-Native Solution

Message Bus, reportedly the first to 
provide a cloud-native application service 
enabling and powering messaging across 
email and mobile channels, has closed 
$11 million in growth funding, thanks to 
North Bridge Venture Partners and True 
Ventures, Ignition Partners, James Lin-
denbaum, Tim Young and Jesse Robbins.

The company plans to ramp up hiring and 
product development with these assets. In 
2010, the company’s founders created what 
they call the first cloud-native application 
service to enable and power messaging 
across established and emerging channels.

Companies are realizing the benefits and 
efficiencies of highly elastic, redundant 

cloud-based systems. Message Bus is poised 
to solve the messaging challenge across 
channels by creating a single platform to 
enable messaging in the cloud.

http://tmcnet.com/59222.1 
CloudPay Raises $16M in  
Series B Funding 

CloudPay, a provider of multi-national 
payroll technologies and services, has 
completed a $16 million Series B round 
from Pinnacle Investment Partners, Rho 
Ventures and other institutional inves-
tors. The funding round will help Cloud-
Pay to consolidate its SaaS platform for 
multi-national payroll management and 
further accelerate the strong growth that 
it has experienced in the last 18 months, 
company officials said. 

As the use of the cloud for enterprise 
payroll management continues to gain 
significant momentum, CloudPay will 
focus on extending its technical, service 
and sales capabilities.

CloudPay has raised more than $50 
million in equity funding since launch-
ing its cloud product. The company has 
the capability to process payroll in 160 
countries, supports 30 currencies and 
26 languages and maintains operations 
in Raleigh, N.C., Salisbury, Singapore, 
Shanghai, Paris and Budapest.

http://tmcnet.com/59223.1 
Sumo Logic Raises $30M to Help 
Enterprises Capitalize on Big Data

Sumo Logic, a next-generation log 
management and analytics company, has 
closed a $30 million Series C funding 
round led by Accel Partners, with partici-
pation from existing investors Greylock 
Partners and Sutter Hill Ventures. 

Sumo Logic helps enterprise IT profes-
sionals search, analyze, monitor, and 
visualize big data in real time, enabling 
application and infrastructure trouble-

shooting within data center, cloud and 
hybrid environments.

The latest round brings the company’s total 
venture capital funding to $50.5 million. 
The funding will be used to help Sumo 
Logic expand research and development, 
and increase investments in sales, market-
ing and other go-to-market resources. 

Less than a year after the company’s pub-
lic launch, Sumo Logic has seen rapid 
adoption from large-scale enterprise 
clients including Netflix, enabled broad 
access to its services through its popular 
Sumo Logic Free offering, and provided 
deep enterprise value with innovations 
like LogReduce, push analytics and real-
time dashboards.

http://tmcnet.com/59224.1 
Calxeda Secures $55M to Cut 
Data Center Power

Austin-based chipmaker Calxeda has 
secured $55 million in additional funding, 
one of the largest semiconductor capital 
deals this year. Austin Ventures and Vulcan 
Capital led the funding, in addition to par-
ticipation by the firm’s existing investors.  

Calxeda, which claims to have invented the 
concept of using ARM technology to cut 
data center power, plans to use the funding 
to accelerate adoption and innovation in 
the emerging market for ultra-low power 
scalable computing, according to Barry 
Evans, co-founder and CEO at Calxeda. 

The company employs over 100 people, 
with offices in Austin and Silicon Valley 
and subsidiaries across Asia.

Calxeda officials claim that perfor-
mance testing and power measurements 
conducted by third parties confirm the 
company’s initial projections: Calxeda 
provides up to a tenfold improve-
ment in energy efficiency compared to 
today’s commodity X86-based servers. 
The market is ripe for data centers 
looking to become more power-effi-
cient while reducing costs.

Cloud Companies to Watch A round up and analysis of the latest cloud start-ups and M&A activity.
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Security. Reliability. Functionality. Flex-
ibility. Most of the questions about the 
cloud have been answered to the point 
that contact centers are turning to cloud 
solutions en masse. And yet, among 
certain decision makers in the business, 
IT, and the contact center, there are still 
those that are reluctant to move opera-
tions to the cloud.

“We just don’t trust it.”

Okay. Maybe some of these deci-
sion makers don’t trust that sensitive 
customer data will stay secure. They 
don’t believe the cloud is as reliable as 
providers promise. They don’t think 
companies providing cloud services are 
experienced or stable enough to partner 
with. The concerns are legitimate, and 
cloud service providers must be pre-
pared to address them.

Issues like security and reliability 
are vital to the cloud’s mission and 
a business’s success, and are always 
central to the discussion. This speaks 
to the level of trust one can expect in 
the service and the technology behind 
it. However, customers tell us there 
is more to evaluating trust. They also 
want to know the provider of the 
service has the level of contact center 
experience and corporate stability they 
expect in a partner.

In essence, customers need to know 
that both the service and the provider 
of the service can be trusted before 
putting the lifeline of their busi-
ness – their customer interactions and 
revenue stream – in the hands of a 
third‐party organization.

Secure and Reliable Services

To address global regulatory and com-
pliance issues, a cloud solution should 
be operated with consistent operational 
guidelines across multiple jurisdictions, 
with common security and privacy 
requirements in mind. It should also 

meet the specific security, privacy and 
compliance needs of the contact center 
and business that uses it. Additional 
trust could stem from providers offer-
ing a single-customer, multi-instance 
platform that leverages virtualization 
technology to deliver a superior level 
of isolation and protection. Following 
security measures such as SSAE 16 best 
practices promotes trust, as well.

Cloud providers should base their 
solutions on proven technology. 

Offerings should come with 
applications built solidly on five 9s 
uptimes, for example, along with 
tiered service levels and the ability 
to keep the voice path local. Other 
trust-driving measures should include 
geo-redundant data centers, full-time 
intelligent and proactive monitoring, 
and quick and seamless failover.

Experienced and Stable Providers

Cloud providers should make you 
smarter by bringing both a deep and 
broad level of experience to your team, 
gained through thousands of previous 
contact center deployments across the 
globe. When the provider also devel-
ops the code that powers the service, 
there is a major jump in the level of 
expertise available to customers (some 

leverage third-party technology they 
have little or no control over).

The cloud space is highly fragmented. 
Some providers will survive and some 
will not, some will be acquired, and 
a handful will emerge as preferred 
providers. Thus, companies are 
looking for a stable partner – a 
public company whose sustained 
financial stability and growth is well 
documented and who is recognized 
as a worldwide leader with a proven 

record of innovating and executing in 
the contact center.

Someone once said, “If you don’t trust the 
pilot, don’t go.” I guess the same holds 
true for moving your contact center to the 
cloud. The good news is there are cloud 
providers that are proven and trustwor-
thy. It’s just a matter of doing your due 
diligence and hopping on board.

Trust is central to Interactive 
Intelligence. We seek to gain, maintain, 
and defend the trust and confidence 
of our customers – and to alleviate the 
concerns of any decision makers who 
still don’t trust the cloud. To learn 
more, you can visit trust.inin.com.

Jason Alley is solutions marketing manager 
at Interactive Intelligence.

If You Don’t Trust the Cloud, 
    Don’t Go

by Jason Alley, Interactive IntelligenceThe Future of CLOUD

 There are cloud providers 

that are proven and 

trustworthy. It’s just a matter 

of doing your due diligence 

and hopping on board.
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This past fall, the Northeast was blasted by a 
storm named Sandy that left millions without 
power and thousands without homes. Numer-
ous data centers were flooded and down. All of 
this happened during the hype of the cloud.

Reports repeatedly state Software as a 
Service (SaaS) is going to grow 14 percent 
CAGR until 2015. Will outages like Sandy 
throw a wrench in those predictions?

One factor in favor of cloud is the ROI 
on IT investments. IT budgets have to 
get more value out of their expenditures 
– and cloud allows that to happen since 
it outsources hardware, licensing and 
management. This allows the current IT 
staff to work on priority projects that do 
add value to the organization. 

As layoffs continue and the economy wors-
ens, everyone has to do more with less. Cloud 
gives small and medium-sized businesses 

(SMBs) access to enterprise grade software af-
fordably. At its best, cloud services provide for 
business process improvement, which grants 
businesses the opportunity to do more with 
less, be efficient and more productive.

The idea of the office is changing with more 
employees going virtual and mobile. Cloud 
services permit access to data and apps 
from anywhere. This was challenged during 
Sandy since without power, accessing the 
Internet is difficult. The bottleneck tends 
to still be last mile access, where terrestrial 
broadband failed as did cellular services.

The factors for moving to cloud services are 
still clear and present. Will Sandy actualize a 
new perspective on cloud services like SaaS?

Considering a recent Citrix-Wakefield survey 
established that “51 percent believe stormy 
weather will interfere with cloud computing,” 
I don’t think perceptions have changed much.

Sandy will make savvy customers ask ques-
tions about redundancy, uptime and de-
sign. By design, I mean the way in which 
the data center and network architecture 
is built for failover and replication, basic 
disaster recovery and business continuity 
(DR/BC) planning. The problem with 
DR/BC is that it is expensive.

There are companies, like Netflix and 
Sonian, which were built from the 
ground up, to leverage cloud com-
puting. It is different to build from 
scratch for cloud than it is to migrate 
to cloud. 

Sandy may actually help the solid, built 
for cloud companies sell more services, 
since the factors for companies moving to 
cloud services have not changed.

Peter Radizeski is a telecom consultant and 
the owner of RAD-INFO, Inc.

Did Sandy Shake-Up
    the Cloud?

by Peter Radizeski, RAD-INFO, Inc.
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by C. Enrique Ortiz, ShangoCLOUD Communications

      Brokering the Cloud 
for IP Telephony Services
The potential of cloud service brokers on communication 
service providers

For the most part, the telecom industry 
has understood the concept of cloud 
services, and its basic premise of enabling 
carriers and service providers to take 
advantage of an opportunity to address 
specific IT and network infrastructure 
needs, as cheaply as possible. 

Most recently, the concept of “cloud 
services brokering,” a term defined by 
Gartner, has described the implementa-
tion of this premise to reflect a focus on 
the integration, aggregation and custom-
ization of third-party cloud services and 
applications.  

For communication service providers 
(CSPs), especially IP telephony and 
VoIP providers seeking to leverage the 
cloud, this model can enable carriers 
and service providers, including Internet 
telephony service providers (ITSPs), to 
overcome expensive, legacy operational 
complexities that typically plague service 
fulfillment across disparate applications, 
partners and platforms. 

In other words, the premise of cloud 
service brokering can greatly help 
IP-enabled service providers to adopt 
standard, branded, unified solutions for 
automating, aggregating and integrating 
voice services and B/OSS connectors or 
APIs, as well as exposing unified APIs 
for internal and external use. Moreover, 
leveraging brokered cloud-based voice 
services can even simplify the acquisi-
tion and management of products such 
as telephone numbers, SIP trunks, 
PBX hosted seats and Access (circuits), 
enabling services providers and their 
trading partners to more easily buy, sell 
and manage VoIP service applications 
and products from one another. 

For forward-thinking communication 
service providers, tasked with reducing 
voice service fulfillment and internal 
complexities and expenditures, the 
adoption of cloud services within in-
ternal IT organizations is typically hap-
pening in two ways: either by pushing 
the acquisition, management and risks 

of running data-centers into the cloud, 
and effectively reducing the adminis-
trative burden of network, server and 
software infrastructure; or by leveraging 
existing solutions and applications that 
can help carriers and service providers 
to improve time-to-market and reduce 
the cost of running IP telephony solu-
tions or applications. In fact, a growing 
number of CSPs are seeking cloud-
based voice applications and service 
fulfillment services and solutions that 
are already available within the cloud. 

Likewise, many IT organizations are 
already reaping the benefits of cloud ser-
vices, and recently Gartner industry ana-
lysts have predicted that IT expenditure 
on cloud services would hit the $100 
billion mark by the year 2014, focused 
on the overall objective of reducing IT 
capital and operating expenses.

Now, while the advantages for imple-
menting cloud-based voice applications 
and services are many, adopting them can 
be complex and costly. Recently however, 
in the telecom space many VoIP provid-
ers have begun leveraging cloud service 
brokers that specialize in the integra-
tion, aggregation and customization of 
third-party services and applications to 
streamline the process of buying, selling, 
and managing their inventory, such as 
DIDs, and products. 

As more and more CSPs, from carriers to 
service providers, begin simplifying the 
fulfillment of VoIP services by broker-
ing their cloud-based components, cloud 
service brokers are beginning to set a new 
precedence for the fulfillment of global 
IP-enabled services.

C. Enrique Ortiz is head of products at Shango 
(www.shango.com).

While the advantages 
for implementing cloud-
based voice applications 
and services are many, 
adopting them can be 
complex and costly.
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The amount of data and information 
enterprises are generating continues 
to grow at a truly staggering rate. Yet 
it seems very few companies are truly 
prepared to manage, store and protect 
it properly. Data is created through a 
wide array of devices and is distributed 
across numerous systems, locations, and 
geographies, so getting a handle on it 
can prove challenging. 

With all of this happening in the back-
ground, the question is – how can busi-
nesses store, protect and manage data 
efficiently while reaping the business 
benefits? In truth, the traditional onsite 
data storage solutions coupled with 
conventional, offsite backup storage is no 
longer the practical answer for many. In 
addition to being extremely costly, en-
terprises need solutions that are scalable 
and can easily, and economically, grow as 
the quantity of data grows. 

Enter the cloud.

Historically vendors have focussed on the 
service enabling side of cloud. However, 
according to analysts at the 451 Group, 
cloud-based storage will soon play the 
starring role in cloud development – and 
I for one agree. 

The consumerization of IT, for example, 
has played a huge role in managing 
and storing enterprise data. With the 
exponential rise of unstructured content 
and the growing need for access to data 
from any location, there is now a huge 
demand for device and location inde-
pendence. Smartphones and tablets are 
becoming increasingly ubiquitous and 
are enabling a more mobile workforce. 
For companies to keep up with this 
trend they need to adopt solutions that 
support the Bring Your Own Device 
(BYOD) policies of today. 

As demand grows it becomes more and 
more evident there has been a signifi-
cant rise in storage technologies that 
are location independent. Indeed, many 

technology providers have brought 
more mature, scalable and reliable 
solutions to the market. So why is the 
cloud yet to become the obvious choice 
and replacement for traditional block-
orientated local storage, or to enhance 
backup storage requirements?

For business owners and IT decision 
makers, increasing storage needs have 
long posed a headache. There have been 
too few options and not enough reasons 
to continue to make the case for more 
budget. Nowadays companies need not 

worry about the considerable expense of 
traditional storage. There are a number of 
opportunities and benefits to storage in 
the cloud that IT departments can use to 
build a strong case to present to decision 
makers. The cost savings alone can be a 
key influencer for adoption but there are a 
lot more benefits beyond cash savings:

•  Secure data back-up and recovery;

•  Remote and secure storage archiving;

•  �Mobile file sharing and multiple  
device access; and

•  Scalable, on-demand growth.

But despite all of the benefits of cloud 
storage, I am also a realist when it comes to 
the requirements and challenges of the en-

terprise. Regardless of the hype or the real 
value, many enterprises are still hesitant to 
embrace cloud technologies for a variety of 
reasons ranging from existing investment 
and expertise, to concerns around security 
and compliance. Therefore, my recom-
mendation is that enterprises view cloud 
storage as a piece of their overall enterprise 
storage strategy – essentially meaning 
adopting a hybrid storage solution. By “hy-
brid storage” I mean what many would call 
a disk to cloud storage solution or, for an 
ideal backup storage solution, disk to disk 
to cloud. This means enterprises continue 

to utilize existing onsite or hosted physi-
cal storage solution investments and then 
connect to a cloud storage solution for 
additional flexibility, scalability and backup 
and recovery options.

I believe that cloud storage, just like the 
cloud, is here to stay. The flexibility and 
scalability it offers companies brings an 
abundance of advantages including cost 
savings and efficiency of scale. Of course, 
just like the cloud, it’s not for everyone. 
However, with the multitude of offerings 
available in the market at the moment 
and the emergence of new technologies 
such as the hybrid cloud, mark my words 
– there will soon be a cloud (and cloud 
storage) for everyone. 

Rob May is the CEO and co-founder  
of Backupify.

  Can BYOD Make Your 
      Data More Secure?

by Rob May, Backupify
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The OpenStack open source cloud soft-
ware project is only two-and-a-half-years-
old, but it has already attracted the active 
participation of more than 200 compa-
nies and 6,000 software developers. New 
deployments are launching continuously 
across all segments: service providers, 
enterprises, and even web-scale businesses.

As with many cloud technologies, 
OpenStack has received its share of hype. 
It’s likely the fastest growing project in 
open-source history, leading some pundits 
to call it the “Linux of cloud.” 

However, analysts and media who have 
lived through previous hype cycles have 
begun highlighting the realities of the 
OpenStack project as well as the software 
itself. Critical functionality is absent from 
raw OpenStack. New deployments do not 
appear to be growing as fast as the commu-
nity itself. Questions remain as to how the 
newly formed OpenStack Foundation will 
govern itself and encourage participation 
from vendors and community members.

Meanwhile, attendance at OpenStack 
Summit events has roughly doubled every 
six months. Vendors are launching new 
OpenStack distros, products and services 
each month. The software continues to im-
prove and stabilize, with new services and 
capabilities added at each biannual release.

Sorting through the mix of marketing 
noise and technology reality can make 
mapping out your OpenStack strategy a 
challenge. The following questions should 
help you accomplish just that.

Do you expect to download OpenStack 
and unwrap a cloud in a box?

The biggest misconception we hear about 
OpenStack stems from the deeply mis-
taken belief that OpenStack is a complete 
cloud operating system. It is not.

Stated simply, OpenStack is more like a ker-
nel technology that offers compute, object 
storage and network services combined with 

support services such as identity and VM 
image management. To deploy a cloud with 
OpenStack technology, you must add many 
additional critical services and make choices 
about configuration and architecture. Those 
additions and choices are numerous and 
non-trivial (500+ configuration options at 
last count), and if your goal is to support 
applications in a production environment, 
these choices can define success or failure. 
You must decide if you want to make them 
by yourself or enlist a vendor to help.

Do you prefer vendor risk or living on 
an island?

Any infrastructure development project 
carries risk. With OpenStack, your first 
major choice is between vendor risk and 
the risk of building your own solution 
and then living on your own island.

With a vendor, you’re risking that they have 
the engineering and technical chops to take 
you through to deployment, then stand 
behind their work with ongoing service and 
support. Fortunately, this risk is somewhat 
mitigated by the fact that OpenStack is open 
source technology and you always have the 
option of taking it back under your own con-
trol or enlisting another vendor for support.

Obviously, living on your own island car-
ries its own significant risks. Aside from the 
challenges in building a team, providing 
ongoing support, and managing the Open-
Stack community developments and en-
hancements, there are also the costs related 
to building what is inevitably a one-off 
solution. Since OpenStack is incomplete, 
you will be stuck integrating or develop-
ing components to get your system to 
production-grade. Is your business about 
developing and managing infrastructure or 
about leveraging the business applications 
it empowers for business differentiation?

Are you married to traditional, enter-
prise hardware vendors?

OpenStack gives you the freedom to run 
your cloud on commodity x86-based 

servers and JBOD or SSD storage devices. 
Liberating your enterprise from vendor 
lock-in, gold-plated technology solutions, 
and the high margins of traditional ven-
dor solutions is a big draw for using open 
source technology like OpenStack.

If, however, you are wedded to the same 
vendors who’ve built your enterprise data-
centers, you are likely to discover that the 
economics you’d hoped to gain by build-
ing an OpenStack-based cloud are tough 
to achieve. Alternately, if you make the 
shift to commodity hardware, you should 
first make some decisions about the kinds 
of applications you will support with your 
cloud. (Last quarter’s column lays this 
choice out in some detail.)

Is cost reduction your primary driver?

Stemming from the previous question, 
if your primary interest in OpenStack is 
reducing your IT spend, then you’re miss-
ing the big picture.

Yes, open source software and commod-
ity hardware are keys to reducing capital 
expenditures and ongoing operating 
expenses. But the real benefit to building 
with OpenStack technology is the ability 
to build an elastic cloud infrastructure that 
supports new, dynamic applications. Apps 
like mobile and web services, online gam-
ing, PaaS and hybrid or federated cloud 
are a technical and economic challenge to 
support with legacy, virtualized infrastruc-
tures. OpenStack is a necessary precursor 
to building infrastructure that can.

OpenStack is a promising technology. 
We’ve actively supported it since its public 
inception in the summer of 2010, put more 
OpenStack solutions into production than 
anyone else, and it’s at the core of our flag-
ship product. Still, enterprises used to un-
wrapping fully baked solutions from vendors 
with strong support and service pedigrees 
must ask themselves the right questions at 
the outset of their OpenStack deployment 
projects to avoid disappointment.

Randy Bias is the chief technology officer  
of Cloudscaling.

OpenStack: The Good,  
   the Bad and the Future

by Randy Bias, CloudscalingThe Open CLOUD
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I have worked with many companies over the past 17 years to 
transform their business by implementing SAP. During trans-
formation, companies typically review Total Cost of Ownership 
(TCO) of the enterprise architecture and recognize opportuni-
ties presented by the transformation.   

The opportunity to move the infrastructure to cloud is a game 
changer. The business is offered a level of flexibility, speed and 
agility that was not available in the past. However, moving to 
cloud does not solve basic issues that we experience on a daily 
basis in the IT world.  In fact, some of those issues become more 
difficult to navigate. We will take a look at some of the key issues 
and think about the impact across the enterprise. 

Issue #1 – Data Management

This is the biggest issue I see at most customer sites. Data man-
agement includes sensitive data, testing data, and size of data 
sets. Why would this be an issue for the cloud?  Answer – Think 
TCO. The cloud offers a business the capability to spin up and 
spin down systems quickly. Efficiency is optimized if you have a 
well defined System Development Life Cycle (SDLC).  

Many of our colleagues desire full copies of production data 
for testing purposes. This is inefficient and wasteful. Storage 
costs can quickly consume your IT budget if you have large 
data sets. Also, sensitive data may require encryption or other 
processes that take away the speed, agility, and flexibility 
recognized by cloud.  

Therefore, I recommend a data management process to mitigate 
this issue. The business should be able to define a subset of data 
required for testing end-to-end business processes. Use dummy 
data or a tool to scramble sensitive data.  If possible, complete 
your data management process prior to moving into the cloud. 
Doing so will help you with issue No. 2.

Obviously, performance testing is a different issue and may re-
quire a full data set depending on system sizing and complexity.  
I will table that issue for another time and discussion.  Hopeful-
ly, the brief discussion of data management will help you think 
through the issue.

Issue #2 – Migrate Systems or Rebuild Systems

I typically deal with global customers who have complex system 
landscapes and perform multiple releases of business functional-
ity on a yearly basis. Landscapes include sandbox, development, 
test, staging, preproduction, training, etc. I may choose to 
migrate these landscapes one-by-one into the cloud or I could 

migrate a source landscape into the cloud and rebuild based on a 
source. Data management is a perfect segue into this discussion. 
Also, keep TCO at the forefront.

Question: Migration or rebuild, which costs more?  
Answer: Migration. 

Choosing migration is essentially a data center move. You will ei-
ther accomplish the move via a network migration or some type 
of media. Providing one source of data to be migrated to the 
cloud and then rebuild your landscapes by copying that source 
to each landscape takes advantage of the cloud model.

The reality is that you will be forced to pick and choose. Most 
customers choose a mix of migration and rebuild. Global 
companies are constantly in middle of an SDLC for a release of 
functionality and must make hard choices. Otherwise, costs go 
up and you will not take advantage of a benefit offered by your 
cloud provider.

Issue #3 – Responsibility Assignment Matrix 

Responsible, Accountable, Consulted, Informed (RACI) be-
tween all organizations.  

A wise consultant told me: “Technology is rarely the problem. 
People are always the problem.” You add an additional layer of 
communication by going to cloud if moving systems that are 
currently in house to a cloud vendor.

Scenario – End-users press the submit button and their sales 
order times out. Where do I send the issue? Answer – The 
problem determination process does not change.  However, 
moving to cloud presents an opportunity to solve this area 
if it has been a problem in the past. A detailed RACI that 
addresses support of all aspects of the enterprise solution will 
remove redundancy and reduce costs.

Those dreaded words “It’s not in our contract” means that the 
various teams will stay in their box. Therefore, it is critical to 
have a RACI agreed to by all parties. This may require a contract 
modification with your vendors. Failure to follow through in this 
area will result in finger pointing by the various teams and slow 
problem resolution.

Regardless of which cloud model your business is considering 
adopting, ultimately, lowering TCO and recognizing the cloud 
benefits will determine the value add to your company.

Michael Ryan is an associate partner with IBM Global Business Services.

Considerations When Moving  
    to a Hosted Cloud

by Michael Ryan, IBM Global Business Services
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This article is intended for informational 
purposes only and is not for the purpose of 
providing legal advice. You should not act 
upon the information in this article without 
seeking professional counsel.

Despite the increasing interest in cloud 
computing solutions, most would be 
pressed to come up with a single definition 
or description of what a cloud computing 
service is. At its core, the “cloud” refers to 
the Internet. The “computing” aspect of 
the phrase is what opens up the concept to 
a virtually unlimited scope of services and 
solutions. In this article, we focus on the 
taxation consequences of one particular 
aspect of cloud computing – the provi-
sion of communications services through a 
cloud-based platform. Of particular impor-
tance, are the nexus implications of adding 
a cloud communications component to a 
SaaS or cloud computing offering. 

In light of the continuing economic stag-
nation, states face budget shortfalls and 
pressure is mounting for them to “plug 
the holes” with tax revenue from new 
sources. As a result, a number of states 
have latched onto the potential revenue 
that can be tapped by taxing cloud-based 
services. Cloud-based providers need to 
not only recognize that the paradigm is 
shifting; they need to prepare for it. Put 
simply, in the not so distant future, a 
majority of states will attempt to extract 
tax revenue from cloud-based services, 
either through rulemakings involving the 
current statutory scheme or through the 
implementation of legislation specifically 
targeting cloud-based services. Similarly, 
cloud-based providers cannot hope to 
avoid taxation on the notion that they 
lack a “physical” platform that can be 
linked to a particular state. This is espe-
cially true for providers of cloud-based 
communications solutions. 

Under the traditional notion of physical 
presence, a Web-based hosted software or 
SaaS provider establishes substantial nexus, 

for sales and use tax purposes, where it has 
a physical presence.  In general, substantial 
nexus exists in jurisdictions where the pro-
vider has data center or server located. This 
is not necessarily the same locations where 
services are accessed by consumers. Because 
many remote, cloud-based companies lack 
physical presence, many states have sought 
to expand their definition of nexus through 
the use of concepts such as “affiliate nexus” 
and “economic nexus,” neither of which 
necessarily requires an element of physical-
ity. The result has been a flurry of affiliate 
or click-thru nexus state laws, commonly 
referred to as “Amazon laws.” States includ-
ing California, Colorado, Illinois, and New 
York passed laws establishing nexus for 
out-of-state sellers who have business refer-
rals through links hosted from the web sites 
of in-state residents. Colorado and Illinois 
courts have since overturned such laws find-
ing no substantial nexus, while New York 
courts have upheld that state’s Amazon law. 

Even with the rejection of “Amazon laws” 
by certain states, not all out-of-state host-
ed software providers are in the clear from 
taxation in remote jurisdictions merely 
because their activity within a particular 
state lacks a traditional physical presence. 
Which brings us to the key point of this 
article: What are the tax implications 
of adding cloud-based communications 
services to a cloud computing service? The 
consequences might surprise you.

As it pertains to state and local commu-
nications taxes, substantial nexus exists 
between the service provider and any 
state where calls originate, provided the 
customer is billed for the call at a billing 
address in the state. Generally speaking, 
therefore, communications service provid-
ers are found to have nexus with states 
where their customers are located and 
originate calls. Further, under most state 
communications sales, use and excise tax 
statutes, the definition of taxable telecom-
munications services is broad enough to 
cover a variety of services, including one-

way and two-way communications that 
are facilitated by almost any technological 
means (in other words, the rules are “pro-
tocol agnostic” and apply to communica-
tions by any means or medium). 

Whereas the standard for asserting juris-
diction over more traditional telecommu-
nications providers has been extensively 
vetted and litigated in favor of the states’ 
position regarding non-physical nexus, 
the same cannot be said with regard to 
advanced and IP-based communications 
services. For providers of traditional, wire-
line telecommunications services, state tax 
authorities generally establish nexus over 
out-of-state providers under the theory 
that such providers must avail themselves 
of network infrastructure located in the 
taxing jurisdictions in order to originate 
and terminate telecommunications traffic. 
The same may not be said for certain IP-
based providers whose services ride over 
the Internet access facilities of an unaffili-
ated ISP. For this reason, an argument can 
be made that such providers are not avail-
ing themselves of infrastructure in the tax-
ing jurisdiction in the same manner that a 
traditional provider does. 

But, this theory has not been tested in the 
courts, and taking this approach is not 
without significant risks. In particular, 
this approach would face the prospect 
of being rejected by state taxing authori-
ties seeking to expand the assessable tax 
base, thus placing the onus on the service 
provider to resolve the dispute through 
litigation with state and local govern-
ments across the country. Moreover, this 
approach is only defensible insofar as 
the CaaS provider has no other physical 
presence in the taxing jurisdiction. For ex-
ample, the provisioning of equipment to 
customers in addition to the CaaS service 
would likely create sufficient nexus for tax 
purposes regardless of how the commu-
nications service is provided. Providers 
should also keep in mind that once nexus 
is established for one service offering, a 

   Taxing the Cloud: Tax Implications 
of Adding Cloud Communications 
    on Providers of Cloud Computing

by Jonathan S. Marashlian, Marashlian & Donahue
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What’s ahead for the cloud in 2013? 
You can expect a growing recognition of 
the ROI-driven value of investments in 
cloud security. Once considered relatively 
small, the global cloud security market is 
projected to reach more than $6 billion in 
revenue by 2016, according to Transpar-
ency Market Research. 

As interest and commitment to protecting 
data and activity in the cloud increases, 
here are five key trends that will help 
frame the decisions of industry leaders for 
the next year – and beyond.

1.  Increased convenience will translate 
to increased exposure. From a practicality 
standpoint, it’s incredibly satisfying to have 
a heavily integrated cloud system that sup-
ports all of your file-sharing, email, voice 
and data functions. But, because every-
thing you depend upon every day is con-
nected to this one system, cyber criminals 
now have a singular pathway to disrupt 
all of these services – and a much bigger 
“attack surface” to find vulnerabilities to 
exploit. In 2013, expect greater concerns to 
be voiced about our expanding dependen-
cies upon a single cloud structure; however 
– as is standard practice for technology 
advancement – continuing innovation 
will address these concerns through better 
information security solutions.

2.  Data breaches will not write the 
cloud’s obituary. Every significant data 

breach in the cloud leads to questions 
whether the cloud can ever be adequately 
secured. Public clouds are huge, complex, 
popular systems, and so, attract more 
attackers – and garner more media atten-
tion whenever there’s an issue. But even 
though you’re more likely to hear all the 
details about any public cloud breach, 
there are plenty of lower-profile breaches 
within traditional, private-network enter-
prises that you won’t hear about. In 2013, 
a clearer understanding of this reality will 
emerge, and we’ll focus on how to better 
protect data in the cloud instead of re-
signing ourselves to ill-conceived notions 
that we’ll never be able to do so.

3.  The global economy will expose signifi-
cant complexities about privacy. The beauty 
of the cloud is that data can live anywhere. 
And this applies to international organi-
zations that make use of the cloud from 
nation to nation. Yet, each country applies 
its own “rules” on privacy; for example, 
strong European rules on data protection 
clash with the Patriot Act’s requirements 
on cloud companies that do business in the 
U.S. No one standard can satisfy all of these 
rules. Thus, as global commerce continues 
to gain momentum in the cloud in 2013, 
companies will face increasing challenges 
trying to remain within the good graces of 
local privacy regulations.

4.  Enterprises will turn to multi-factor 
authentication as S.O.P. At one time, multi-

factor authentication seemed a novelty. In 
2013, it will increasingly be the norm, as the 
market is expected to grow by over 20 per-
cent annually through 2015, according to 
research from TechNavio. Highly targeted 
attacks such as social engineering and spear 
phishing are getting far, far too sophisticated 
for cloud-dependent enterprises to settle for 
anything less. At the very least, “two-factor” 
authentication will be required, supple-
menting passwords with SMS codes, soft 
tokens and/or card readers.

5.  The private cloud presents the best of 
both worlds. The cloud is here to stay. But 
the issues detailed here speak volumes about 
the lack of certainty about security in the 
public cloud. With the rise of popularity of 
file sharing and other collaborative activity 
in the public cloud, organizational manag-
ers will have to seek a balance between the 
protection of their data assets and business 
functionality and productivity. That’s why 
they’ll create momentum for the private 
cloud in 2013. With the public cloud, 
they’re resigned to operate using the security 
standards of a third-party cloud vendor. With 
the private cloud, they still reap the benefits 
of having their data “live anywhere,” but they 
set their own standards and best practices to 
reduce threat risk. Given this, we’ll see the 
pendulum swing more in favor of the private 
cloud in 2013 and beyond.

Jon Pincus is senior vice president of 
products at Accellion, Inc.

Five Trend-Drivers for
    Cloud Security in 2013

by Jon Pincus, Accellion, Inc.CLOUD Security

state can then extend its reach to other service offerings, even if 
those services would be non-taxable if sold in isolation. 

Tax risks and exposures are increasingly becoming a significant 
issue for cloud computing providers, particularly because many 
are adding cloud communications as a complimentary feature. 
But providers must be aware of the implications and conse-
quences of adding voice communications because next to alcohol 
and tobacco, there is no product or service taxed more than 

telecommunications. And as Internet-based communications 
continue to chip away at traditional services, you can be certain 
the Tax Man is lurking in the shadows, waiting to pounce.

Jonathan S. Marashlian is the managing partner at Marashlian 
& Donahue, LLC, a Washington, D.C.-area law firm specializing 
in telecom and technology matters. Allison D. Rule, co-chair of 
the firm’s Communications Taxes and Fees Practice, assisted in the 
preparation of this article. 
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Businesses expect many benefits when 
they move to the cloud, including greater 
business agility, significant cost-savings 
and of course, increased profitability. 
Careful application performance manage-
ment (APM) can be the key to achieving 
these benefits, in more ways than one. 

Recently, there has been a lot of discussion 
around the importance of APM in the public 
cloud, particularly as it pertains to ensuring 
strong end-user application experiences. The 
cloud is opaque, meaning that cloud custom-
ers often have little insight into the inner 
workings and capacity management decisions 
of their chosen cloud service provider. The 
only way to know for sure that your end 
users are having a fast, reliable experience 
with your application is to measure this 
performance from the true end-user perspec-
tive on the “other side” of the cloud, and use 
these insights as a basis for establishing and 
upholding application performance-focused 
SLAs. In addition, you need end-to-end, 
deep-dive diagnostics to help you identify 
the source of performance problems, to 
determine if a problem is based in  the cloud, 
your own data center or another element in 
the application delivery chain.

Many businesses have made significant 
progress in using APM to ensure a high 
level of cloud application performance. 
They may have reached a point that their 
applications are fast enough, but this is 
no time to stop doing APM in the cloud. 
There’s tremendous benefit to be gained 
by having a better understanding of the 
inner workings of cloud-based applica-
tions. The next level of APM in the cloud 
is all about optimizing the cost structure of 
your cloud-based application, which, just 
like application performance, has a direct 
impact on cloud return-on-investment.

Put another way, at a certain point, it’s 
no longer just about making applications 
faster – it’s also about making applications 
more efficient from a cost perspective, and 
this needs to be taken into consideration at 
every step of the application development 

process. Consider a search function – you 
need to optimize it so that it delivers better 
results and is not executed five or more 
times by every user. This can be considered 
functional optimization, but also lowers the 
operational cost, because in the cloud every 
transaction has a dollar value attached to it. 

Making less database access calls per search 
transaction, while not making the search 

faster at all, can save money. This is because 
most cloud providers charge on a per opera-
tion – e.g. per SQL – basis. Thus optimizing 
the number of SQLs might be more cost 
effective than saving CPU. In this approach, 
businesses completely sidestep the question 
of resource optimization and go straight to 
where it matters – cost optimization. The 
fact is, we don’t really care about resource 
usage in a public cloud at all. We care about 
the true end-result – application SLAs and 
about cost effectiveness.

Another example is the purchase function. 
Are there any features that consume a lot 
of resources in the cloud – product tours or 
images, for example, that end-users spend 
a lot of time on?  This could be driving up 
your costs in the cloud. Businesses need 
to know the cost structure of a transaction 
and how much revenue it generates in 
order to set priorities, and so transactions 
leading up to conversion can be optimized 
both functionally and cost-wise.

For many companies, one of the primary 
perceived advantages of moving to the 
public cloud is elastic scaling. Elastic scal-
ing avoids the old way of capacity planning 
and big expenses upfront; instead business-
es can increase the size of their environ-
ments as their load increases. But elastic 
scaling also has a disadvantage – over-
consuming planned capacity can happen 
easily since there is no hard limit, which 

often leads to exceeding cost-estimations. 
It’s therefore critical to directly understand 
how end users interact with an application 
(where APM in the form of end-user expe-
rience monitoring comes in) and how the 
application handles the load. Not having 
this information is operational blindness 
and comparable to simply passing on the 
company credit card.  

In summary, end-to-end user experience 
management enables us to understand 
our users’ behavior and how performance 
affects conversion rates and our business. 
But in a public cloud this is only half of 
the APM story. Only if we can accomplish 
both – satisfy end-user expectations for 
fast, reliable applications while keeping 
costs down – can we be successful in the 
cloud and improve our business perfor-
mance as a result of using the cloud.

Michael Kopp is the technology strategist  
of Compuware.

   The Next Level of   
Application Performance 
  Management (APM) in the Cloud

by Michael Kopp, CompuwareCloud Management

 The next level of APM in the 

cloud is all about optimizing the 

cost structure of your cloud-

based application.

Table of Contents

http://www.cc-mag.com


Archived  •  View Today!

What to Consider When 
Selecting a Cloud-based Contact 
Center Software Provider

Sponsored by:

Archived  •  View Today!

How to Integrate Lync-based UC 
into Your Business

Sponsored by:

http://www.tmcnet.com/webinar/five9/ 
selecting_cloud_contact_center_five9.htm

http://www.tmcnet.com/webinar/arkadin/inte-
grate-lync-uc.htm

Archived  •  View Today!

Add More Depth to Your 
Defense: Maximize Malware 
Detection by Scanning Data 
with Multiple Antivirus Engines

Sponsored by:

Archived  •  View Today!

Global Mobility Trends to Act on 
for 2013 and Beyond

Sponsored by:

http://www.tmcnet.com/webinar/opswat/ 
max-malware-engines.htm

http://www.tmcnet.com/webinar/vodafone/ 
global-mob-trends-2013.htm

http://www.tmcnet.com/webinar/five9/selecting_cloud_contact_center_five9.htm
http://www.tmcnet.com/webinar/arkadin/integrate-lync-uc.htm
http://www.tmcnet.com/webinar/opswat/max-malware-engines.htm
http://www.tmcnet.com/webinar/vodafone/global-mob-trends-2013.htm


www.inin.com

CLOUD-BASED COMMUNICATIONS SOLUTIONS
When it comes to moving your business communications to the cloud, sharing isn’t a 

good thing. With the customer-isolated cloud-based communications solution from 

Interactive Intelligence, everything about your business communications is more 

secure. In the data center, you increase security and flexibility by way of a single-

customer, multi-instance virtualized environment. On your site, you keep all voice traffic 

local within your network, increasing quality, control, and security. There is no room for 

compromise when it comes to cloud communications security. With our cloud-based 

solution, no one else is getting in. 

security
CONTACT CENTER  •  UNIFIED COMMUNICATIONS  •  BUSINESS PROCESS AUTOMATION C l o u d - b a s e d  o r  O n - p r e m i s e

CC_Security_12-12mdd.indd   1 12/12/2012   2:59:53 PM

http://www.tmcnet.com/redir?u=1005521


www.inin.com

CLOUD-BASED COMMUNICATIONS SOLUTIONS
When it comes to moving your business communications to the cloud, sharing isn’t a 

good thing. With the customer-isolated cloud-based communications solution from 

Interactive Intelligence, everything about your business communications is more 

secure. In the data center, you increase security and flexibility by way of a single-

customer, multi-instance virtualized environment. On your site, you keep all voice traffic 

local within your network, increasing quality, control, and security. There is no room for 

compromise when it comes to cloud communications security. With our cloud-based 

solution, no one else is getting in. 

security
CONTACT CENTER  •  UNIFIED COMMUNICATIONS  •  BUSINESS PROCESS AUTOMATION C l o u d - b a s e d  o r  O n - p r e m i s e

CC_Security_12-12mdd.indd   1 12/12/2012   2:59:53 PM

http://www.tmcnet.com/redir?u=1005521


P erhaps best know as a leader in the telecommu-
nications sector, Telefónica has remained stead-
fast in its mission to fully support its 315 million 

customers by developing and providing cloud services 
that are designed for large enterprise and small and 
medium-size businesses (SMBs) as well as SoHo and 
consumer markets. 

Large telecommunications organizations such as Telefónica have 
experience with data center operations, systems integration and 
complex software systems, giving them a leg up in what has 
become a fiercely competitive segment of the industry.

With 315 million customers globally, the 85-year-old, Madrid-
Spain-based company is one of the world’s leaders in the 

telecommunications sector, providing communication, informa-
tion technology and entertainment solutions, with presence in 
Europe and Latin America. 

Recognizing the massive potential that can be derived from 
“big data,” Telefónica Digital recently established “Telefónica 
Dynamic Insights,” a new global business unit dedicated to iden-
tifying and unlocking the potential opportunities for creating 
value from big data.

Cloud Computing recently had the opportunity to catch up with 
Marcelo Caputo, CEO of Telefónica USA, to discuss why the 
telecommunications company is expanding on its already estab-
lished business model and its most promising development that 
is yet to come.

by Erin E. Harrison
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CC: Considering the number of vendors on the market today, 
what makes Telefónica USA a strong cloud computing provider?

MC: Telefónica has more than two decades in the data center 
business, from managed hosted services to today’s cloud 
computing solutions. We are one of few companies that can 
say we have witnessed the progression in the industry, not 
only from the technological innovation but from a business 
aspect as well. Our Miami-based 176,500 square-foot data 
center (as part of our fully-owned worldwide Data Center 
network) was deployed during the dot.com bubble in Sep-
tember 2001 when we had the chance to mature along with 
our customer through the evolution and challenges required 
to deliver what we call today a good cloud solution. Today we 
service multinational corporations headquartered around the 
world because they trust in us their IT and cloud needs. We 
feel very confident as one of the top providers that we have a 
solution to meet stringent needs.

CC: What would you identify as the most promising de-
velopment for Telefónica USA around cloud 
computing today?

MC: I would have to say that our 
global presence as Tier 1 pro-
vider gives our cloud offering 
a strategic advantage. This 
advantage comes from 
the lessons learned 
from our other global 
offerings. Over the 
decades we have 
learned that no 
platform can stand 
on its own, that 
there must be a 
true level of sup-
port in place to 
enhance the overall 
experience. Cloud 
offerings are no 
different: yes there is 
a certain level of self-
automation expected, 
but it is important to 
have the correct service level 
implementation and overall 
foundation in place. Take, for ex-
ample, our Global Service Manage-
ment Centers, which allow for a single 

point of contact for 
our customers or 
our unique Data 
Center Network 
that interconnects 
our data centers 
throughout the 
U.S., Latin America 
and the Europe. This 

is a foundation upon 
which we can build.

CC: What can we ex-
pect from Telefónica USA 

in 2013?

MC: We are very excited to 
be launching the new Telefónica 

Channel Partner Program at ITEXPO 

25Subscribe FREE Online at www.cc-mag.com [Q1 - 2013]

“Today we  
service multinational 

corporations 
headquartered around  

the world  
because they trust  
in us their IT and  

cloud needs.”

Table of Contents

http://www.cc-mag.com


East 2013 in Miami. We would like to officially welcome all 
our channel partners to enjoy from this amazing program to 
best serve their multinational demands in the U.S. We are 
grateful to see the interest of multiples channel partners to 
work with us, and we feel very lucky to represent them with 
all their multinational customers.

CC: What does Telefónica USA offer its channel partners?

MC: The program will offer very competitive plans and our 
goal is to take all our partners to a higher level, where they 
will be able to provide Telefonica multinational services such 
as cloud computing, international connectivity, worldwide 
Machine-to-Machine (M2M) communications and many 
other exciting services.

CC: What other services beside cloud computing do you  
see Telefónica USA offering to meet today’s communications 
demands?

MC: Telefónica has been a top player in the international connec-
tivity industry where we operate in 44 countries with 21 full net-
works allowing us to provide one of the most complete state of the 
art international MPLS networks with more than 300 destinations 
in all continents. Much like we are doing with our digital services, 
Telefonica has put a vast effort into developing solutions aligned 
to our customer’s demand for cloud computing services, offerings 
focused on leveraging the infrastructure, M2M platform, security 
services, financial services and the development of our new content 
delivery methods that will allows us to meet customer demands for 
access to video content on an ever-expanding range of devices.

CC: To summarize, why is Telefónica is smart choice for business-
es looking to deploy cloud computing or cloud communications?

MC: Our focus is all about being where our customers are, and 
providing the services they need. We have the scope, expertise 
and scale required to ensure that all the parts of our global busi-
ness are always connected. This is our highest priority.
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by Erin E. Harrison

  Interconnection: A Key 
Element for Successful 
             Cloud Computing

In fact, over the past year, the Denver-based company 
has added or grown its relationship with numerous 
cloud service providers, which have selected Cologix 
due to its reliable environment, dense carrier neutral 
connectivity and its neutrality position that it will not 
compete with them for direct cloud service customers.

In a recent interview with Cologix Chief Operating 
Officer Todd Coleman, he explained how the coloca-
tion industry is growing as a result of the cloud, and 
how Cologix in turn is helping its customers to imple-
ment scalable public and private cloud environments 
according to their business model or cloud focus.

“We are seeing significant growth in the space as a 
result of the cloud. Cologix is enabling the cloud 
whether it’s public or private,” explained Coleman. 
“Depending on how you define cloud-based services, 
there are two commonalities: Servers need to physi-
cally sit somewhere and there are big pipes required 
to connect them. What is sometimes forgotten is 
that those connections are physical too and sit in a 
data center with significant connectivity and redun-
dancy requirements.  Our participation in the public 
cloud is really around the distribution – and we are 
finding distribution nodes moving closer to the edge 
of the Internet where the eyeballs and end users are.”

As for private cloud, Coleman says there are a num-
ber of providers that offer private cloud services on a 
dedicated model.  Like the public cloud space where 
Cologix remains neutral to allow its customers to 
provide services to end customers without competi-
tion, Cologix is neutral to private cloud providers and 
technology partners.  For technology partners, Cologix 
partners with best-in-breed building-block providers to 
pre-certify their technology and infrastructure for those 
types of applications.  As an example, this past fall, 
Cologix announced a partnership with Appcore, which 

provides an automated cloud-computing platform. The 
collaboration between the two companies is aimed at 
enabling customers to deploy Appcore Onsite within 
Cologix’s 11 data centers across North America.

“Typically, private cloud providers have fewer distri-
bution nodes and are deploying their own services, 
but latency and network risk are especially important 
elements for them to consider,” he explains. 

Coleman also said Cologix is seeing growth in Tier 2 
markets, with some of the company’s colocation sites 
seeing disproportionate demand.

“From our perspective, naturally the Tier 1 markets 
are going to get their fair share of growth. On the Tier 
2 side, for us, we still believe that cloud architectures 
will over time look like content delivery networks, and 
as a result we are seeing growth in distribution nodes 
of Tier 2 markets like Minneapolis, Montreal and 
Toronto, to name a few.”

Cologix currently services over 550 customers across nearly 
every industry, ranging from carrier to managed services, 
media, content, financial services and enterprise businesses.

“We focus on customers and applications that are 
sensitive to network or carrier dense environments. We 
have a significant number of carriers across the telecom 
verticals as well as a number of cloud-based public 
and private cloud providers, MSPs, media content 
providers, financial segment, healthcare, sophisticated 
enterprises that recognize need to have diverse networks 

Editorial Series

A s cloud computing continues to 
evolve, there have been a number of 
predictions about the impact “the 

cloud” will have on the colocation busi-
ness. With more customers increasingly 
interested in either providing cloud services 
or consuming cloud services on some level, 
Cologix, a network-neutral colocation and 
interconnection provider, is indeed enabling 
the growth of cloud. 
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and drive costs on networking 
side,” Coleman explains.

As a colocation provider, 
Cologix focuses on being 
neutral as to avoid channel 
conflicts with its custom-
ers. “What we do is provide 
enabling building blocks, 
and knowing that there is not 

going to be channel conflict allows our customers to be 
very comfortable choosing Cologix as their colocation 
and interconnection provider of choice. This is very dif-
ferent than our largest competitors,” says Coleman. “We 
provide our customers with the opportunity to choose 
what works best for their business model, whether self-
building their cloud deployment using cloud building 
blocks provided through our technology partners or pur-
chasing turn-key cloud services provided by other cus-
tomers within our facilities, and everything in between. 
This allows us to create ecosystems in which we can bring 
together customers and providers within our facilities.”

Cloud providers as well as cloud services consumers 
benefit from presence at interconnection points versus 
the mega-sites that may be near inexpensive power but 
without significant connectivity options, adds Coleman.

“The mega sites – they all play a role, particularly in the 
public cloud. Public cloud providers are going to put 
their compute power somewhere.  The natural space for 
significant compute power is necessarily in a carrier hotel,” 
he says. “But more than that – ultimately what’s core to the 
cloud based business is latency and optimiz-
ing network costs. From our perspec-
tive, the latency sensitive portion 
of the cloud architecture is 
naturally positioned for a 
carrier hotel. Cloud-
based providers or 
their customers find 
their way into the 
same data centers. 
Those compute 
and storage 
resources don’t 
have to sit in the 
facility but the 
exchange at the 
distribution level 
has found its way 
into a carrier hotel.”

Looking ahead, 
Coleman believes the 
demand for cloud will 
continue, but the number 
of cloud providers will level off 
and only the strong will survive. 

“We get more and more inquiries from our customers 
asking how they should think about the cloud within their 
business objectives, and there are a lot of options to choose 

from.  The real question is, are all of the cloud based pro-
viders going to survive? The question is also, what level of 

market consolidation will take place, particularly 
given the capital intensity and desire for 

providers to reach a certain scale 
within their business. Consumers 

with a desire to have cloud-
based resources are going 

to continue to grow. The 
question is at the SMB 
size to what extent will 
there be market con-
solidation?”

In addition, Cole-
man predicts the 
current trend of net-
work users recogniz-
ing the flexibility and 

cost-saving benefits 
from broad provider 

choice will continue. 

“We are uniquely po-
sitioned given our value 

proposition given that we are an 
enabler of 550 customers who have 

network choice of over 330 providers 
within our facilities,” he says. “Bringing those 

customers and providers together within a facility that 
is advantageous to all parties, we are going to continue 
to see that growth continue for some time to come.”

Cologix History  

Operational since December 2010, Cologix 
has completed six acquisitions and two new 
market expansions:

•  The Dallas Infomart data center from NaviSite

•  Canix Colo located in Montreal, Canada

•  Telehouse Centre Canada, located in 
Toronto and Vancouver, Canada

•  Standard Connections located in 
Toronto, Canada

•  The Minnesota Gateway located in Minne-
apolis, Minn.

•  Carrier Connex located in Toronto, Canada

•  12,000-square-foot Tier 3 expansion in the 
Dallas INFORMART building in Dallas, Texas

•  20,000-square-foot Tier 3 expansion at 905 
King Street West in downtown Toronto, Canada
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G overnment organizations are constantly faced 
with the daunting task of doing more with 
less.  Many have turned to cloud computing 

for the answer and made major investments in cloud 
solutions like salesforce.com. Now, they must mi-
grate their legacy applications into the cloud in order 
to truly realize the cost savings, simplification and 
consolidation that cloud technologies can provide.

Where to Start?

Migrating your government organization’s applications to 
the cloud doesn’t have to be as challenging as it sounds. The 
first step to a successful migration is to find an IT partner 
that will help guide you through the process. Often, organi-
zations with deep roots in enterprise cloud and implementa-
tion space can bring the experience and knowledge learned 
to their public sector customers. This partner can help you 
make informed decisions about which applications should 
remain on-premise, which should migrate to the cloud, 
which should be developed in the cloud, and all of the 
required system integration.

Next, you must consider which delivery method fits your needs:

1.  Public – Available to everyone over the Internet.

2.  Private – Behind your organizations firewall.

3.  Community – Shared infrastructure between several organiz-
tions from a specific industry with common concerns (security, 
compliance, jurisdiction, etc.).

4.  Hybrid – Any combination of public, private or community.

The Major Considerations

The next step is to look at the different factors that public sector 
organizations and government agencies should consider when 
determining an application migration strategy. Here are the 
main considerations:

•  SLAs: Service Level Agreements (SLAs) in the cloud are 
much different than with traditional IT services. However, 
you should look for a SLA for application availability, scal-
ability and performance with clear measurements that are 
current and attainable. 

•  Data portability: Data portability is important in terms of 
long-term adoption of cloud computing services. The software as 
a service (SaaS) vendor should provide a way to allow customers 
to own and control their application data.

•  Compliance: Government agencies and public sector orga-
nizations must remain compliant with regulations like FISMA, 
HIPAA and SOX. U.S. Federal Agencies have been directed by 
the Office of Management and Budget to use a process called 
Federal Risk and Authorization Management Program (Fe-
dRAMP) to assess and authorize cloud products and services.

•  Security: The SaaS application can contain sensitive data when 
stored on the SaaS provider’s infrastructure. Your organization 
has the option to leverage a private cloud or hybrid cloud model.

•  Interoperability: Many legacy applications are disjointed and 
aging and lack interoperability within the organization or with 
other agencies and no longer meet the organization’s needs. 
Moving these applications to the cloud can improve application 
management, data quality, and more timely business processes. 

•  Long-term costs: The federal government is embracing cloud 
computing as a means to reduce IT expenditures on infrastruc-
ture and services. Cloud computing can provide significant cost 
savings because of the standardization and automation required 
for cloud services. 

Migrating Legacy Applications 

Whether your agency is considering a private or a public cloud 
as your services model, you need to determine which applica-
tions belong in the cloud. The applications chosen for migration 
and how you approach the application migration process can 
affect not only the ease and success of the migration itself, but 
also the user’s experience. 

To identify what applications are right for your organization to 
migrate to a cloud, it is necessary to identify and understand the 
factors for the migration – like cost reduction and agility. 

Here are a few types of applications that have been successful in 
cloud environments:

•  Applications that require ubiquitous login for large groups of 
users across diverse geographical locations; for example, email. 

•  Spreadsheet or Lotus notes-based applications.

  Helping Government Migrate 
Their Applications into the Cloud

Feature 
Story

by Mariam Burmawalla, Acumen Solutions
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•  Most inter-departmental applications for project management, 
defect management.

•  Applications that leverage custom workflows and approval 
processes that were developed as standalone applications.

•  On the operational side, applications that require greater scal-
ability, for example a CRM (Constituent Relationship Manage-
ment) application. 

Overcoming the Migration Challenges

Migrating your organization’s legacy applications to a cloud 
environment might pose several challenges – but with the right 
measures in place, these challenges can be overcome. A few of 
the most common challenges include:

•  Inconsistent or inaccurate data found in legacy applications 
must be cleansed and re-mapped for a migration to be success-
ful. Start the data migration process early and keep it simple. 

•  Change is good – adapt an improved or re-engineered 
business process that meets your functionality needs rather 

than trying to build a new application to replicate the 
legacy application. 

•  Pare down – eliminate obsolete applications and 
consolidate office-specific apps into enterprise apps 
as much as possible. Use this opportunity to improve 
underlying processes.

•  Improved internal communication and collaboration can be 
the key to any project’s success. New internal social networking 
tools (i.e. Chatter) can help facilitate this. 

In addition, before your organization starts the migration 
process, identify the key individuals that will see the project 
through to completion: application owner(s), business process 
owner(s), and subject matter experts knowledgeable on the 
migration effort. There is no “one size fits all” cloud solution 
and each organization and government agency must assess 
their portfolio of applications and business use cases to deter-
mine the right mix of cloud services and/or providers. 

Mariam Burmawalla is director of global services at Acumen Solutions.
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C loud computing has come a long way in the past 
few years in terms of acceptance and implemen-
tation, however as 2013 kicks off, the barriers 

toward adoption – namely security and integration – still 
plague CIOs considering shifting to cloud-based tech-
nologies and services. 

In fact, more than half (53 percent) of decision makers surveyed 
in a recent Trend Micro study said that data security was a key 
factor in their decision to put the brakes on cloud adoption. 

However, perhaps even more than security, reliability, integra-
tion with existing systems and flexibility to change and cus-
tomize the solution remain general concerns in the minds of 
buyers, which are being progressively addressed, according to 
Ross Sedgewick, vice president of global solutions marketing at 
Siemens Enterprise Communications.

“Beyond that, a general awareness of the capabilities, fit and val-
ue proposition of the cloud will continue to take some time to 
mature,” he says. “There are companies and environments that 
are not appropriate for a public environment and will always 
require single tenant infrastructure – fortunately on-premise 
and hosted private cloud options are readily available now and 
provide all the benefits of public cloud.”

Meanwhile, Brian Donaghy, CEO of Appcore, predicts mass 
adoption will grow with the build out of local cloud networks 
globally this year. 

“Telcos, carriers, and ISPs have trust and proximity relationships 
with their users and are now implementing local cloud resources 
on those trusted networks,” Donaghy told Cloud Computing. 
“Software developers have leveraged public cloud options to 
their advantage of the last couple years, and are inherently 
early adopters. There is also a continuum of understanding the 
benefits of orchestrated infrastructure for the non-software 
developing companies, including the advantages of private 
cloud on premise.”

Donaghy says vendors can continue to educate their 
customers about cost benefits of orchestrated cloud – 
especially as it relates to their higher end system admins 
and programmers. 

“Cloud can provide automation that frees IT personnel 
from mundane tasks,” he explains. “Solutions sets and mi-

gration paths that are simply to understand and implement, such 
as DR, are great places to get started in either a public or private 
cloud environment.”

But the greatest risk to customers, both large and small, is as-
suming that cloud solutions are the only way to go – realistically, 
flexible deployment options is the discussion that should be 
visited first, according to Sedgewick. 

The criticisms surrounding cloud-based services differ among 
senior-level decision makers at large enterprises versus small and 
medium-sized businesses (SMBs), but they share a common de-
nominator in their views on service level agreements (SLAs). In 
the New Year, vendors will be driven to better distinguish their 
services, adds Donaghy.

Is the Cloud There Yet?
Amid Security Concerns Linger Apprehensions About Reliability, 
Integration and Flexibility
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“As it relates to service level agreements and utility grade com-
pute services, we will see service providers better distinguish 
their services based on quality. Not all clouds are created equal,” 
he says. “There are commodity environments where IOPS and 
failure rates are less important and then there are utility grade 
enterprise environments that are mission critical. Both environ-
ments can provide pay-as-you-go, self-service and scalability – 
but provide different quality SLAs and pricing.”

Vendors can overcome service challenges by providing balanced 
and realistic advice on flexible deployment options – from prem-
ise-based, private, hybrid or public cloud, explains Sedgewick.

“One size does not fit all so this type of dialog with customers is 
a first priority,” he says.

In terms of these specific adoption trends, Sedgewick predicts 
that disaster recovery usage scenarios – given recent weather 
emergencies hitting North America – and also Bring Your Own 
Cloud (BYOD) scenarios for content sharing and “on the fly” 
storage will expand over the next 12 months.

“Beyond what we’ve said about flexible deployment op-
tions, other best practices include looking for an integrated 
application suites or breadth of solution in the cloud of-
ferings, rather than picking up a number of disconnected 
point solutions that don’t work together,” says Sedgewick. 
“Beyond that, larger enterprises should think about private 
cloud, along with managed services, as a deployment model 
– we are seeing huge growth and customer acceptance on 
the private cloud model.”

Overall the way to get started on a cloud strategy is to 
decide where data should be hosted physically; for example, 
DR and web hosting is best hosted in an off-premise data 
center, Donaghy adds.

“Move these services to the cloud first. Then look at ROI on 
internal systems and all new IT purchases should begin with 
an internal private cloud infrastructure. This hybrid ap-
proach is where the majority of companies will accomplish 
their IT objectives.”
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Cloud Computing Cuts Major Expenses for SMB: A Case Study

Small and medium-sized businesses (SMBs) are always 
looking for ways to remain competitive, especially dur-
ing a financial crisis and economic downfall. Virginia-
based Cetrom Information Technology, Inc., a provider of 
custom cloud computing services for global SMBs, helped 
DPR Group, Inc., a public relations and marketing agency 
serving a broad range of technology companies, save over 
$120,000 in one year. 

The Problem 

With both of its offices utilizing a traditional on-site IT set-
up, DPR Group often ran into problems with accessibility, 
integration and lost productivity due to extensive downtime 
and daily IT maintenance issues. With the rapid pace of news 
today, it’s imperative for this public relations and marketing 
firm’s account executives to have a reliable method to elec-
tronically communicate with clients and the media, while 
accessing files to support the execution of time-sensitive proj-
ects. Additionally, DPR Group was working with a managed 
services provider that functioned in a reactive break-fix model 
resulting in excessive downtime, reduced productivity and un-
necessary time spent on IT maintenance.

The Solution

DPR decided to move to the cloud and selected Cetrom 
as its cloud computing service provider because of the 

company’s system and track record of zero downtime 
in over a decade. Cetrom says the company has built 
its cloud on a best-in-class technology infrastructure 
to provide flexible mobile workforce capabilities and a 
high level of IT support services to its clients through a 
front-line customer support staff of senior-level, certified 
engineers. DPR Group decided to implement Cetrom’s 
hybrid cloud model, which enables the company to take 
advantage of a full cloud deployment, while maintain-
ing the peace of mind that comes with an extra layer of 
redundancy through backup on a local server. This solu-
tion enabled employees to access all of DPR Group’s IT 
resources anytime, anywhere, and from any device with 
only an Internet connection.

The Result

With a reliable telecommuting option now in place, DPR 
reduced operating costs by over $70,000 annually by 
consolidating to one physical office in Maryland, while 
retaining staff in home-based offices throughout the East 
Coast. DPR also saved $50,000 in lost productivity with 
Cetrom’s customer service and 99.99 percent uptime 
guarantee. With increased mobility and flexibility, travel-
ing executives and sales teams now have easy access to all 
applications and data on the road. These savings totaled 
over $120,000 in a one year with significant return ex-
pected each year going forward.
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T he hype around cloud (yes, it still exists) has 
made it difficult for senior IT executives to know 
where to start, let alone begin to understand 

the benefits of what it means to be a “cloud-enabled” 
organization. The choices, the jargon and the frenzy 
around cloud is, well, jarring for IT leaders who are in 
earnest looking to make the right decision for their 
respective organizations.

First, to be a cloud-enabled organization requires a clearly 
defined and comprehensive strategy to obtain the benefits that 
cloud can deliver. The range and quality of cloud-based IT 
services available on the market continues to grow as new and 
traditional service providers continue to invest heavily, according 
to John Sepple, global managing director of cloud computing for 
IT consulting firm Accenture.

“We believe in the game changing capabilities of cloud – driv-
ing everything from lowering costs to bringing new services to 
market. Clients are responding, adding cloud to their legacy IT,” 
Sepple recently told Cloud Computing. “As such, we are seeing 
the adoption of a hybrid model. Our clients continue to see 
that by living in a hybrid world, their legacy systems and cloud 
services can co-exist.”

A hybrid model – with mission critical systems like ERP at 
the core and cloud-based innovation and on-demand ser-
vices at the edge – promises organizations the best of both 
worlds, says Sepple. 

“The hybrid model allows an organization to take advantage of 
the benefits offered by the new solutions in terms of cost and 
flexibility, while preserving those of the traditional enterprise 
systems,” he explains.

Cloud can do more than help reduce the existing technology 
cost base, according to Accenture. A cloud strategy can help IT 
leaders identify ways to improve the way their business runs and 
propel top-line growth through new business opportunities.

The Journey to Cloud

Overall, enterprise cloud adoption is at the very beginning of a 
decade-long shift from “mostly” on-premises to “mostly” cloud 
computing. But many businesses are taking a cautious approach to 

“the cloud” by typically identifying 1 to 3 IT workloads that should 
move from local to cloud as a test, according to Greg Arnette, chief 
technology officer at cloud archiving and search provider Sonian.

A workload under consideration for migrating to the cloud must 
pass a justification test, like by moving “this” workload to the 
cloud will the business save money? Be more reliable? Be more 
secure? Benefit from better performance? Saving money and at 
least one additional incentive must be in place, he says.

According to Arnette, enterprises are moving to the cloud in 
phases, which are as follows: 

Phase 1: “Indirect cloud usage” – Businesses use the cloud indi-
rectly when they subscribe to software-as-a-service (SaaS) that 
uses the cloud. Some examples are Sonian Archiving, DropBox, 
and ESRI GeoSystems. Business do not deploy or directly con-
trol the cloud infrastructure in this phase, but they get comfort-
able with cloud economics, security and performance. 

Phase 2: “3 Workloads to the Cloud” – In this phase, enterprises 
will consider directly utilizing the cloud for small projects. They 
may or may not use a third-party service to broker their direct 
usage (companies like RightScale, EngineYard, Heroku are exam-
ples of “cloud brokers”). Early workloads will be backup, disaster 
recovery, test and development, and second-tier IT systems. Crit-
ical systems (file, print, core storage) will stay on-premises. Phase 
2 may include “cloud bursting”... using the cloud as a temporary 
burst of infrastructure for research and special projects. 

Phase 3: Core IT starts using the cloud – Primary systems may 
shift to the cloud and secondary or backup may stay local. This 
phase is still five to seven years away.  

Across the cloud stack, Accenture helps enterprises plan, imple-
ment and manage their infrastructure, platforms and applica-
tions in the cloud. The firm also provides cloud strategy and 
security services across all of these areas.

“In the area of cloud strategy we’ve rapidly evolved our 
services with the development of tools as well as diagnostic 
capabilities, which help guide discussions around living in a 
hybrid world,” Sepple says.

To help clients develop their cloud strategy, Accenture aims to 
answer the following key C-suite questions: 
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Defining Your Cloud Strategy
The Road Toward a ‘Cloud-Enabled’ Organization is Paved 
with Good Intentions, But What Are They?
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•  How do I separate the realities of the cloud from the hype?

•  What steps should I take to get started in the cloud?

•  How concerned should I be about privacy and regulation?

•  Which of my mission-critical applications are candidates for cloud?

•  How does my operating model need to evolve to support a 
cloud strategy?

•  How do I procure for the cloud?

“To give you an example, a European telco came to us to 
evaluate how cloud services could deliver top-line incremental 
revenues for the B2B segment. Accenture aligned the various 
departments behind a common B2B Cloud Vision, and deliv-
ered a set of tools that will further support the implementation, 
including a roadmap to launch new services, an operating model 
and a go-to market strategy,” explains Sepple. “The result was a 
common view across the organization on how cloud computing 
can contribute value and a roadmap to get there.”

Cloud computing offers organizations a range of benefits, from lower 
costs to higher speed, agility and scalability, all enabled by flexible ac-
cess to applications and processing power on a pay-per-use basis. 

In particular, cloud enabled-businesses have agility that is so 
important in today’s hypercompetitive and connected world. It 
does so by supporting the following key dimensions of agility:

•  Connectivity and integration everywhere across every device – 
something that the next generation of consumers and employees 
demand and expect.

•  Quick, seamless and real-time collaboration between and 
among stakeholders across the value chain. 

•  Improved speed – the cloud allows IT departments to respond 
to new circumstances in hours, not months or years. 

•  The ability to derive greater value from data and knowledge, 
using advanced, real-time analytics to drive business decisions. 

•  Cost reduction and the capacity to do more with less

•  And importantly, the use of cloud to introduce new business 
models for the enterprise

“While the concept of cloud is simple, determining how 
cloud best fits with the business strategy and organizational 
structure is incredibly complex,” explains Sepple. “It changes 
the way the business and IT interacts at a strategic level. ITs 
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role must shift dramatically and quickly, lest the business 
move forward without it.”

For a business to truly benefit from cloud computing a fun-
damental reshaping of the IT operating model and the whole 
relationship between IT and the business is required. This trans-
formation enables the business and IT to escape the restrictions 
of its physically constrained past. 

Best Cloud Strategy Practices 

In terms of best practices, Arnette advises organizations consider 
the following when developing their cloud strategies:

•  Make a plan that stages cloud adoption. Take it slow and 
thoughtful. 

•  Trial 1 to 3 sample workloads that can return quick payback 
in either cost, security or performance. 

•  Understand “you” may already be using the cloud indi-
rectly with cloud email, cloud file storage, cloud syncing, 
and cloud archiving. These services are seeping into the 
enterprise at the business department level and not necessar-
ily vetted by enterprise IT. 

“The cloud has allowed companies to fundamentally change 
the approach to programs/projects to a ‘test and learn’ 
methodology based on lower costs and speed of implemen-
tation,” adds Sipple. “This is opening new opportunities 
and accelerating adoption.”

However, to some, cloud is nothing more than a different way 
of arranging resources for a company’s applications to run on – 
either on premise or off premise. 

“IT still has to understand what the business goals are and 
deliver resources to support those goals. Looking at how 
business and IT view each other is always an interesting study 
that most companies do not take the time to examine,” Kevin 
Gruneisen, senior director of data center solutions at Logica-
lis, recently told Cloud Computing.

Organizations are starting their cloud journey at different 
entry points and with various initiatives. If they are to realize 
the full potential of cloud, they will need to complete the 
following actions:

•  Revisit the IT strategy to incorporate cloud. 

•  Design and implement new governance, IT organization, 
IT architecture and service catalog. Select strategic ecosys-
tem partners. 

•  Establish the cloud integration services capability. 

•  Select and implement chosen software-as-a-service (SaaS) solutions. 

•  Replace/replatform existing applications and build new applications. 

•  Design and implement a hybrid cloud-based infrastructure.

Slow and Deliberate – or Trial and Error?

While many businesses have taken a “trial and error” approach 
to cloud over the past few years, in 2013 and beyond they will 
be more strategic, according to Arnette.

The reason for the cloud is either “best cost” or “best perfor-
mance,” he says, and with the cloud, there is the opportunity to 
have both. For on-premises IT, these two goals were always at 
odds with each other. 

However, a reasonable internal ROI analysis should find a few 
IT pain points that might be better deployed to the cloud. 

“Priority should be given to the pain point that can save 
budget, or deliver a faster result. Typically an IT solution that 
has bursty activity is a priority for moving first to the cloud. 
The cloud is best for dynamic workloads, and worse for static 
workloads,” explains Arnette. “An application that needs to 
spin up for a few hours or few days a month would be a good 
example. Or an application that needs lots of storage and 
CPU for a month and then never used again is another ex-
ample. Many large IT shops have a few of these in the search, 
analytics, reporting area.”

With many organizations already reaping game-changing ben-
efits by using the cloud, remaining on the sidelines waiting for 
the right moment to commit to the cloud isn’t an option, warns 
Sipple. “Strategically planning cloud adoption and evaluating 
where cloud plays a role is fundamental in order to generate the 
desired business benefits.”

Logicalis is seeing is a lot of companies that have the under-
standing that cloud means “off premise” and initially get turned 
off on the idea. 

“Reaction is often tied to the industry that the company is in. 
Healthcare for example is very anti-public cloud but the technol-
ogy of on-premise IT automation still makes sense,” explains 
Gruneisen. “What I see most is customers treating cloud solutions 
as point solutions and missing the need to strategize. Companies 
think they are just too busy and it could come back to haunt 
them. Our recommendations are to take a step back and spend 
time understanding the service models and the types of clouds and 
how they map back to the goals of the business.”
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Cloud Storage Excellence Awards

S torage – it’s the one thing you are cer-
tain to outgrow with time. The massive 
volumes of multimedia content being 

produced and consumed are overwhelming 
traditional storage facilities, leading to an 
increase in the use of cloud-based storage. 
From individual consumers to large multina-
tional corporations to service providers, new 
volumes of data, content, applications and 
services are being stored, accessed, analyzed, 
run, and managed in a cloud environment. 
The instant scalability, deployment flexibility, 
and ease of use and access have made it a 
natural alternative for users, while the ability 
to create economies of scale have built the 
business case for storage vendors. Further-
more, in the wake of multiple widespread 
and long-lasting outages, cloud has also 
provided the foundation for BC/DR services 
for countless businesses.

Recognizing not only the growth, but the natural 
value in cloud-based storage, Cloud Computing 
magazine has launched its Cloud Storage Excel-
lence Award. The companies selected have driven 
the maturity and expansion of the cloud storage 
market through innovation and product quality. 
We congratulate the winners of Cloud Comput-
ing magazine’s inaugural Cloud Storage Excel-
lence Award.

Company Product
AirWatch AirWatch Secure Content Locker

Basho Technologies Riak CS

Citrix Citrix ShareFile

Datto, Inc. SIRIS

Hitachi Data Systems Hitachi Content Platform (HCP)

Panzura Panzura Global Cloud Storage System v3.0

Radware Radware Cloud ADC Solutions

Red Hat, Inc. Red Hat Storage Servers for Public Cloud and Hybrid Cloud

SurDoc SurDoc TruPrivacy technology

Xyratex ClusterStor
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The consumer market will continue to 
support service provider cloud utiliza-
tion – it’s the only way they can support 
subscriber demand, and also the only way 
they can efficiently and cost effectively 
store, analyze, and monetize the incred-
ible amount of data those users generate.

On the corporate side, while cloud will 
continue to grow – 82 percent of busi-
nesses are using software-as-a-service 
(SaaS) applications in some capacity 
already, according to the 2012 Future 
of Cloud Computing survey by North 
Bridge Venture Partners. A JP Morgan 
study earlier in 2012 indicated that 55 
percent of corporate CIOs planned to 
increase their SaaS spending this year.

Largely, this is a function of mobility, 
which has become an inseparable com-
ponent of today’s business environment. 
Business agility and mobility were two of 
the top five drivers of cloud growth, ac-
cording to the North Bridge study.

However, while cloud is changing the way 
we define software, and the way we are 
able to perform our daily activities, the 
coming year will bring a slowdown in the 
growth of cloud.

First, we are past the early adopter stage. 
While cloud is, in fact, a mainstream 
technology that recognition also means 
the next stage of growth, while sustain-
able, will not be as sharp as initial adop-
tion. It rarely is. The benefits of cloud 
computing have been widely documented 
by vendors, customers, and media alike. 

So, why will growth slow?

•  Existing investments – as with any tech-
nology, one of the key factors in delaying 
adoption is a desire to maximize ROI on 
existing investments. Why pay a recurring 
fee for cloud services when your existing 
software is still able to support your needs?

•  Long-term costs – There is no ques-
tion cloud helps reduce CAPEX, but 
whether it is most cost effective than 
traditional alternatives in the long term 
is debatable. Proving the TCO benefit 
will prove difficult for many. In fact, the 
North Bridge study suggests that some 
businesses are finding that cloud does 
not lower TCO.

•  Security – Significant strides have 
been made, but breaches serve as a con-
stant reminder that the hacker commu-
nity is half a step ahead of the vendors, 
causing some businesses to shy away 
altogether and others to limit what they 
migrate to the cloud.

•  Standards and Interop – Because busi-
nesses will often prefer to use multiple 
cloud providers, for redundancy as well as 
specialized services, they require interop-

erability between those providers, which, 
due to a lack of complete and ratified 
standards, is not yet reality.

•  Service Quality – Cloud services need 
to be monitored, just as any other service. 
Most of today’s monitoring tools are not 
capable of incorporating multiple clouds 
or hybrid cloud/on-premises environ-
ments, making it difficult and costly to 
have end-to-end visibility.

•  Access – We are still nowhere near 
ubiquitous reliable access – signal strength 
and bandwidth limitations still plaque 

public access points. If you’re outside 
your home or office, this means access to 
cloud resources is still hit or miss in many 
cases, causing many to still lean towards 
traditional deployments.

•  Vendor vs. User – In many cases, 
there is a significant gap between user 
and vendor sentiment regarding and 
or all of these factors, which must be 
reduced in order for adoption rates to 
be maximized.

None of this should be viewed nega-
tively. Rather, they are signs of maturity 
in a market that, only a year ago, was 
faced with more questions than it could 
answer. Today, organizations are doing 
real business in the cloud. More will 
continue to adopt cloud services. They 
will just be cautious and make their 
cloud investments wisely.

W hen you look at what’s happened in the cloud computing space in 
the last 12 months, it’s nothing short of remarkable. A year ago, 
I noted that the increase in mobile app usage in the consumer 

segment, as well as enterprise adoption in a range of use cases, would help 
sustain its growth.

Is Cloud Adoption Dissipating?

Silver Lining

by Erik Linask
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There is no question cloud helps reduce 
CAPEX, but whether it is most cost 

effective than traditional alternatives in 
the long term is debatable.
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